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A B S T R A C T   

Insiders pose a unique challenge to the safety and security of a nuclear facility. They can take advantage of their 
access rights and knowledge of the plant to bypass, e.g., physical protection elements. In this paper, we present a 
risk-informed approach to analyze the most plausible ways for an intelligent insider to cause an unwanted 
outcome (e.g., plant disturbance) by accessing critical locations and preventing the functioning of critical sys-
tems. The strength of different protection strategies can be compared using security risk metrics. The starting 
point of the method is the logical model of a probabilistic risk assessment. The logic model, in the form of 
minimal cut sets, identifies critical failure combinations that need to be prevented. The case study we performed 
demonstrated that the approach is usable and should be applicable to realistic facilities. In the analyses, the 
unwanted outcome to be protected can be basically any outcome that can be represented by minimal cut sets.   

1. Introduction 

Insiders pose a unique challenge to the security of a facility, e.g., a 
nuclear power plant (NPP), due to their ability to take advantage of their 
access rights and knowledge of the facility to bypass, for example, 
physical protection elements (IAEA, 2020). Insiders have better oppor-
tunities to select the most vulnerable target and the most suitable time to 
attempt a malicious act. They can also extend the malicious act over a 
longer period of time. Since insiders can have authorized access and they 
can be in a position of trust, they can have the capabilities to defeat 
protection system that would not be available to an external adversary. 

In the nuclear domain, the International Atomic Energy Agency 
(IAEA) Nuclear Security Series provides several guidance documents 
with regard to nuclear security. Related to insider threats, these docu-
ments include guidelines for the management of Design Basis Threats 
(DBT) (IAEA, 2009), prevention and protection against insider threats 
(IAEA, 2020), and vital area identification (VAI) (IAEA, 2012), for 
example. 

In addition, most national nuclear regulators have set requirements 
for physical protection of NPPs against sabotage. For example, relevant 
to our work (U.S. NRC, 10 CFR Part 73.55) includes requirements for 
target sets, such as ‘The licensee shall document and maintain the pro-
cess used to develop and identify target sets, to include the site-specific 

analyses and methodologies used to determine and group the target set 
equipment or elements.’ In Canada, (CNSC REGDOC-2.5.2, 2014) sets 
requirements for the design of nuclear power plants, including re-
quirements for robustness against malevolent acts, such as ‘Vital areas 
shall be identified and taken into account in the design and verification 
of robustness.’ Also, in Sweden, for example, requirements for nuclear 
facilities to have a physical protection system to protect against mali-
cious acts are set; see e.g., (SSMFS, 2008:12). 

In Finland, risk-informed applications are formally integrated into 
the regulatory process of NPPs that are already in the early design phase, 
and these are maintained and updated during the construction and 
operation phases all through the entire plant service time (Himanen 
et al., 2012). The use of probabilistic risk assessment (PRA) in security 
analysis has been considered in the nuclear domain since at least 2011. 
The following brief description is based on (Johansson et al., 2018). In 
2011, the Radiation and Nuclear Safety Authority (STUK), in collabo-
ration with Finnish utility companies, started a series of pilot analyses 
and projects to develop methods for using PRA in security. Concurrently, 
the corresponding regulatory guide was updated to contain a require-
ment for the use of PRA in risk analyses related to security, see para-
graph 307 in (Guide YVL A.11, 2021). Consequently, the licensees 
developed so-called explosion PRAs that are based on a combination of 
fire PRAs and flood PRAs with the assumptions that an explosion occurs 
in a room and damages structures and components in a relevant area. 
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Meanwhile, the regulatory body STUK continued with the development 
of an approach to analyze insider sabotage risks, which is the focus of 
this paper. 

In security risk assessment, there is considerable potential in the use 
of the logic model of PRA together with different dependency databases 
used for PRA. The logic model of PRA can be used to identify critical 
failure combinations that need to be protected. The database can be used 
to identify practically anything affecting the operation of a critical 
component. For example, an insider may eliminate the operation of a 
pump by damaging the pump itself, its control center, its power supply, 
lubrication or cooling. The PRA approach can be considered one of the 
most complete and consistent methods for identifying various accident 
sequences in nuclear power plants through which radioactivity might be 
released into the environment (Ha et al., 2005). 

For the analysis of insider threats in the nuclear security context, e.g., 
design basis threat and vital area identification (VAI), and vulnerability 
assessment and security effectiveness assessment have been used 
(Scherer and Ruggiero, 2019). In effectiveness assessment, path analyses 
and scenario analyses have been used for nuclear security assessment 
(see e.g., IAEA, 2019a), among other things. 

Development of a VAI analysis for an NPP can be a difficult task 
requiring high engineering costs (Jung, 2017). In addition, due to the 
difference between insider and external adversary threats, the VAI 
approach may not cover insider threats well (Scherer and Ruggiero, 
2019). For multipath analysis tools (see e.g. IAEA, 2019b) computa-
tional challenges may occur when there are several targets for sabotage. 
For example, there can easily be over 1E + 5 minimal cut sets that are 
potential targets for an insider. Similarly, the scenario set can be very 
high for an NPP, so it is impractical to attempt to cover all scenarios 
during a security assessment. It may be difficult to assess if all relevant 
scenarios are accounted for. 

To overcome the limitations of the aforementioned approaches, we 
present a risk-informed approach to analyze which are the most plau-
sible ways for an intelligent insider to cause an unwanted outcome (e.g., 
a plant disturbance) by accessing critical locations and preventing the 
functioning of critical systems. The objective of the approach is to assess 
the effectiveness of different protection strategies (i.e., how well 
different security measures are able to prevent the actions of an insider) 
and to identify weaknesses in the strategies. 

The proposed approach has similarities both with the VAI process 
and path analysis. The sabotage logic, i.e., the set of possible sabotage 
scenarios for the plant that could lead to the top event, is common to the 
VAI approach. The VAI process aims to identify the areas in a facility for 
which protection should be provided in order to prevent or reduce the 
likelihood of sabotage, whereas the basic task of our approach is to 
search for routes that the insider might take at a facility to damage 
specific minimal cut sets and to compute the vulnerability of such a 
route. In this sense, our approach resembles path analysis more. Our 
approach aims to analyze a very large number of different scenarios, 
while path analysis can provide more detailed assessment for a single 
sabotage scenario. 

The contribution of this paper is four-fold. First, we discuss an effi-
cient approach (including different metrics) to conveniently compare 
the efficiencies of different protection strategies against insider threats. 
Second, we introduce a prototype tool implementing the developed 
method. Third, we present an example case to demonstrate the feasi-
bility of the approach. Fourth, we present a fictive example of a boiling 
water reactor model that can, e.g., be used for benchmarking different 
security risk assessment approaches. 

The rest of this document is structured as follows. In Section 2, we 
describe the method. We introduce a prototype implementation of the 
method and present a feasibility study in Section 3. We review the 

Nomenclature 

Ag(i, j) degree of accessibility between locations i and j 
Ar(R) degree of accessibility of a route 
B Birnbaum importance 
C damage plausibility 
D(i, j) damage plausibility of a component Xi in the location Lj 

f effectiveness value 
F number of plausible cut sets 
FC fractional contribution 
G minimal length of plausible path sets 
J matrix of ones 
k number of components (basic events) 
L set of locations 
l0 entry location 

Lj location (in a building), 
Mi component minimal cut set 
n number of locations (in a building) 
PD detection probability 
PI probability of interruption 
r number of minimal cut sets (with regard to a top event 

under consideration) 
R route 
RAW risk achievement worth 
RRW risk reduction worth 
S damage path set 
T top event 
X set of components 
Xi component (basic event)  

Fig. 1. Example building with a protection strategy of one turnstile (1) and two locked doors (2, 4). Doors 3, 5 and 6 are not protected.  
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related literature in Section 4. In Section 5, we compare our method with 
the VAI approach and path analysis by analyzing a simple example case. 
Section 6 concludes the study. We present the model used in the feasi-
bility study in Appendix A. 

2. Method description 

The goal of the approach is to evaluate the effectiveness of a pro-
tection strategy. A protection strategy is comprised of a set of different 
security measures selected for protecting different locations to reduce 
the likelihood that an insider succeeds to cause an unwanted outcome. 
The likelihood of the unwanted outcome can thus be used as a metric to 
express the effectiveness of a protection strategy. 

The protection strategy model represents the topology of the facility 
by means of locations (building, rooms, zones) and security measures (e. 
g., turnstiles, locked doors) to impede unauthorized movement in spe-
cific locations. A security measure can be technical or structural. Fig. 1 
shows a building with a protection strategy of one turnstile (1) and two 
locked doors (2, 4). The unwanted outcome can basically be any 
outcome that can be represented by minimal cut sets, e.g., failure of a 
safety system or an accident such as core damage in a nuclear power 
plant. 

The starting point of the method is the logical model of PRA in the 
form of minimal cut sets representing the sabotage logic of the VAI 
procedure. The basic task of the analysis is to search for routes (called 
damage path sets) that the insider might take at a facility to damage 
specific minimal cut sets and to compute the vulnerability of such a 
route. Based on the damage path sets, different risk metrics can be 
computed. Thus, the approach combines elements from both VAI anal-
ysis and path and scenario analysis, and it aims to overcome some of the 
limitations of the analyses. Representing the sabotage logic as minimal 
cut sets (similarly to (Gopika et al., 2012)) allows a large number of 
different sabotage scenarios to be efficiently managed. 

In the approach, the normal PRA component reliability data is not 
relevant. Component reliability data represents random failures, and the 
insider cannot rely on the occurrence of random failures. However, the 
insider can cause some events and failures more easily than other events. 
Thus, the reliability data must be transformed to correspond to the 
possibilities for sabotage. We use the term plausibility to represent the 
likelihood that an insider can perform an unwanted action and the term 
effectiveness to represent the likelihood that a security measure or a 
protection strategy can stop an insider from causing an unwanted 
outcome. 

The focus of the approach is to assess the actions of an insider. 
However, the approach is applicable for any adversary that has suffi-
cient knowledge of the target locations. We use the term ‘insider’ 
similarly to (IAEA, 2013), i.e., an insider is ‘An individual with autho-
rized access to associated facilities or associated activities or to sensitive 
information or sensitive information assets, who could commit, or 
facilitate the commission of criminal or intentional unauthorized acts 
involving or directed at nuclear material, other radioactive material, 
associated facilities or associated activities or other acts determined by 
the State to have an adverse impact on nuclear security’, whereas the 
term ‘external adversary’ refers to an adversary other than an insider 
(IAEA, 2020). 

The approach is primarily developed to analyze the effectiveness of 
physical security measures. In principle, the approach could be used to 
assess cyber-security measures, provided that cyber-security scenarios 
are modeled using the PRA approach. However, in this paper we only 
consider physical security. The method studies ‘clean’ sabotages, i.e., 
the sabotages of the systems remain hidden until demand, as opposed to 
acts of sabotage that are discovered before demand, e.g., sabotage by 
explosion. 

2.1. Elements of the protection strategy model 

2.1.1. Building, locations, routes, and degree of accessibility 
A building (or a group of connected buildings at a site) is defined as a 

network where the nodes of the network correspond with the rooms (or 
more generally locations) of the building and the arcs correspond with 
the gates (or door, turnstile, or more generally access paths). 

The set of locations is denoted by L = {L1, ⋯, Ln}. The gates are 
defined by a matrix function Ag(i, j), i, j = 1,⋯, n, which expresses the 
degree of accessibility via the gate from the insider point of view. Values of 
the elements of Ag(i, j) are scaled between 0 and 1. Ag(i, j) = 0 means 
that there is no gate between locations Li and Lj, or that it is impossible 
for the insider to pass the gate. Ag(i, j) = 1 means that the gate is 
certainly open to the insider. A value of 0 < Ag(i, j) < 1 means that there 
is some degree of uncertainty for the insider to pass through the gate. 
Obviously, Ag(i, i) = 1, for ∀i = 1,⋯,n. 

A route, R, is a sequence of locations such that for each pair of suc-
cessive locations in the sequence R there is a gate with some degree of 
accessibility, Ag(i, j) > 0. A route R can be thus represented by a 
sequence of indexes of the locations as follows: 

R = {z1,⋯, zm},m ≤ n, zi ∈ {1,⋯, n}, such that (1)    

(i) if i <> j, then zi <> zj, and  
(ii) ∀i < m,Ag(zi, zi+1) > 0. 

Condition (i) means that a location can appear on the route no more 
than once. Condition (ii) means that all gates on the route must have 
some degree of accessibility, i.e., impossible routes are not considered. 

The degree of accessibility of a route is the product. 

Ar(R) =
∏m− 1

i=1
Ag(zi, zi+1) (2)  

2.1.2. Component minimal cut sets and damage plausibility 
The goal of the insider is to damage a set of components that would 

cause an unwanted top event, T. A component is denoted by a Boolean 
variable Xi, which is a member of the set of components X = {X1,⋯,Xk}. 
The possible sets of components can be solved by a PRA model for the 
facility. Therefore, it is assumed that these critical sets of components 
are represented by the component minimal cut sets, M1,⋯,Mr of the top 
event. The term ‘component’ is used here as a synonym for ‘basic event’. 
Damaging a component means that the basic event is made TRUE. 
Damaging a minimal cut set is thus equivalent to making the top event 
TRUE. 

A component minimal cut set Mi is a product of components Xy(i,1),⋯,

Xy(i,mi), where the integer function y(i, ∙) represents the indexes of the 
components included in the minimal cut set, and mi is the number of 
components in the minimal cut set Mi. 

Each component can be damaged with some likelihood from one or 
more locations. The damage plausibility of a component Xi in the location 
Lj can be defined by a matrix function D(i, j), i = 1,⋯,k, and j = 1,⋯,n. 
D(i, j) = 0 means that it is not possible for the insider to damage the 
component Xi in the location Lj, and D(i, j) = 1 means that the insider 
will certainly damage the component if the location Lj is visited. 
Otherwise, 0 < D(i, j) < 1 represents the degree of plausibility for the 
damage. 

2.1.3. Damage path sets 
The basic task of the analysis is to search for routes to damage spe-

cific component minimal cut sets. Such routes are called damage path 
sets. Term ‘path set’ is used here to distinguish between sets of locations 
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and sets of components, for which the term ‘cut set’ is applied. A set of 
locations S(Mi; l0 ∈ L) = {s1,⋯, sm} is a damage path set for a minimal cut 
set Mi, if:  

i. S is a route,  
ii. Ls1 = l0,  

iii. ∀j ∈ {1,mi},∃l ∈ S,D(y(i, j), l ) > 0. 

The condition (ii) is a practical convention to support the imple-
mentation of the analysis tool. A damage path is assumed to start from 
an initial location, called the entry and denoted by l0. To analyze several 
possible entries in parallel, one can define a pseudo-location that can be 
connected to multiple entries of the building. 

The condition (iii) means that for each component included in the 
Mi, there is a location on the route where the component can be 
damaged. This condition is applied to exclude damage paths that cannot 
cause the minimal cut set. 

A damage path set S is a minimal damage path set if no location of S can 
be removed from S without losing its damage path set property. 

2.1.4. Damage plausibility metrics 
The damage plausibility of the combination of a component minimal cut 

set Mi and a minimal damage path set S is a product of the degree of 
accessibility of S and the product of the damage plausibilities of the 
components included in Mi from the locations included in S: 

C(S;Mi) = A(S)∙
∏ni

j=1
max

l∈S
{D(y(i, j); l)} (3) 

The max function above ensures the uniqueness of the calculated 
value, since the route S may include several locations where a certain 
component can be damaged. 

Generally, a component minimal cut set can have one or more 
minimal damage path sets. The damage plausibility of the minimal cut set 
Mi can be defined as the maximal damage plausibility over the minimal 
path sets for the minimal cut set Mi: 

C(Mi) = max
S

{C(S;Mi)} (4) 

The system is assumed to be as weak as its weakest link. Therefore, 
the damage plausibility of the top event T can be defined as the maximal 
damage plausibility over the minimal cut sets: 

C(T) = max
Mi

{C(Mi)} (5) 

Equations (3)–(5) present quantitative plausibility metrics compa-
rable to probabilities. C(∙) = 1 can be interpreted as the event will 
definitely happen, and C(∙) = 0 is an impossible event. C(a) > C(b)
means that a is more probable than b. 

Equation (4) can be used to rank minimal cut sets, and Equation (5) 
can be used to compare alternative system (gate, building and compo-
nents) configurations. One property of formulas (4) and (5) is that two 
minimal cut sets or system configurations can be equally plausible for 
damage, even if they have different number of damage path sets. If one 
wants to further differentiate between cases that have equal weakest 
links, other risk metrics should be used. 

The overall effectiveness of gates can be measured by calculating the 
difference in damage plausibility of the base case building and that of a 
building whose locations can be freely accessed, i.e., the degree of 
accessibility matrix Ag(i, j) is set to a matrix of ones, Jn. For a minimal cut 
set Mi, the overall effectiveness of gates is. 

ΔgC(Mi) =
∏ni

j=1
max

l
{D(y(i, j); l)} − C(Mi) (6) 

For the whole system, the overall effectiveness of gates is. 

ΔgC(T) = max
Mi

{
∏ni

j=1
max

l
{D(y(i, j); l)}} − C(T) (7) 

The overall effectiveness against component damages can be measured 
by calculating the difference between the damage plausibility of the 
base case components and that of components that can certainly be 
damaged in all locations, i.e., the component damage plausibility matrix 
D(j, l) is set to a matrix of ones, Jk,n. For a minimal cut set Mi, the overall 
effectiveness of against component damages is. 

ΔcC(Mi) = max
S

{A(S(Mi; l0))} − C(Mi) (8) 

For the whole system, the overall effectiveness against component 
damages is. 

ΔcC(T) = max
Mi

{max
S

{A(S(Mi; l0))}} − C(T) (9) 

Equations [6–9] define the overall effectiveness as the difference 
between the cases. As an alternative, one might consider using the ratio 
of the two numbers as the definition for the overall effectiveness. 

2.2. Qualitative risk metrics for the identification of vulnerabilities 

The number of plausible path sets, minimal cut sets and length of 
path sets can also be useful metrics to identify vulnerabilities of a 
building. One possibility is to define a critical degree of plausibility, Ccrit, 
and then count the number of critical combinations. Below, a few ex-
amples of such qualitative risk metrics are given to demonstrate the idea 
of qualitative risk metrics for the physical protection strategy analysis. 

For instance, the number of plausible damage paths for a minimal cut set, 
F(Mi;Ccrit), can be defined as the cardinality of the set of paths Cc(Mi;

Ccrit) for which the damage plausibility is greater or equal to Ccrit: 

F(Mi;Ccrit) = |Cc(Mi;Ccrit) |, (10)  

where Cc(Mi;Ccrit) = {S : C(S;Mi) ≥ Ccrit}. 
The number of plausible minimal cut sets for a top event, F(T;Ccrit), can 

be defined as the cardinality of the set of minimal cut sets, Cc(T;Ccrit), for 
which the damage plausibility is greater than or equal to Ccrit: 

F(T;Ccrit) = |Cc(T;Ccrit) |, (11)  

where Cc(T;Ccrit) = {S : C(T) ≥ Ccrit}. 
Since the degree of accessibility via a gate can be difficult to assess, 

the length of a path set can also be an informative metric. The existence 
of a short but sufficiently plausible path set can thus be considered a 
security weakness of the facility. 

Minimal length of plausible path sets for a minimal cut set, G(Mi;Ccrit), 
can be defined as follows: 

G(Mi;Ccrit) = min{|S| : C(S;Mi) ≥ Ccrit} (12)  

Minimal length of plausible path sets for a top event, G(T;Ccrit), can be 
defined as follows: 

G(T;Ccrit) = min{G(Mi;Ccrit)} (13)  

2.3. Risk importances of model elements 

In the method, we assume that the insider selects an optimal pure 
strategy, i.e., the insider attempts to damage the components in the 
minimal cut set with the highest damage plausibility (see Equation (5)). 
This may not give the best picture for comparing different strategies. 

Risk importance measures of various model elements can be used to 
identify most critical parts of the facility. In the fault tree analysis, often- 
used risk importances include Birnbaum (B), Risk Achievement Worth 
(RAW), Risk Reduction Worth (RRW) and Fussell-Vesely (FV) measures, 
which can be defined for individual basic events or groups of basic 
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events (Van Der Borst and Schoonakker, 2001). Similar risk importances 
could also be applied for security assessment. However, the interpreta-
tion of risk importances may be somewhat different. 

The Birnbaum importance of a gate is. 

Bg(i, j) = C
(
T|Ag(i, j) = 1

)
− C

(
T|Ag(i, j) = 0

)
(14)  

The Birnbaum importance of a location (from the component damaging 
point of view) is. 

Bl(l) = C(T|D(∙, l) = 1 ) − C(T|D(∙, l) = 0 ) (15)  

where D(∙, l) = 1 (D(∙, l) = 0) corresponds to a damage matrix where the 
l th column values are set to 1 (0). 

The Birnbaum importance of a component is. 

Bc
(
Xj
)
= C(T|D(j, ∙) = 1 ) − C(T|D(j, ∙) = 0 ) (16)  

where D(j, ∙) = 1 (D(j, ∙) = 0) corresponds to a damage matrix where the 
j th row values are set to 1 (0). 

RAW and RRW measures can be defined accordingly. For instance, 
the RAW of a gate is 

RAWg(i, j) =
C
(
T|Ag(i, j) = 1

)

C(T)
(17)  

and the RRW of a gate is 

RRWg(i, j) =
C(T)

C
(
T|Ag(i, j) = 0

) (18) 

The FV importance measure may not be applicable as such, since it is 
based on counting probabilities of independent minimal cut sets, which 
is not the case in security applications. Instead of that, the fractional 
contribution, FC, when defined by RRW, could be used. For instance, the 
FC of a gate could be computed as follows: 

FCg(i, j) = 1 −
1

RRWg(i, j)
(19)  

Assuming that we are analyzing a building that has many locations, 
gates and components, and that the top event results in a huge number of 
minimal cut sets, it can be expected that many locations, gates and 
components have no risk importance. This is due to the definition of the 

damage plausibility metrics in Section 2.1.4. For instance, RRW will be 
one (= ‘no risk reduction worth’) and FC will be zero for all gates that 
are not included in the most plausible damage path set. Respectively, 
RAW will be one and Birnbaum will be zero for all gates that are not 
included in the most plausible damage path set and that will not be 
included in the most plausible damage path set if the degree of acces-
sibility is changed to 1. 

Based on the qualitative risk metrics discussed in the previous sec-
tion, there is a possibility to define more risk importance metrics. For 
instance, a qualitative surrogate for the FV importance measure could be 
defined based on the risk metric ‘number of plausible minimal cut sets 
for a top event’, F(T;Ccrit),. The fraction of plausible minimal cut sets 
associated with a gate, location, component, etc. can be used for risk 
ranking of model elements. 

3. Method implementation and feasibility study 

3.1. Risk-informed security optimization tool 

We implemented the presented method in a prototype tool named 
RISCO (Risk-Informed SeCurity Optimization). In the tool, gates are 
classified according to their effectiveness to stop an insider character-
ized by an effectiveness value denoted by f. The degree of accessibility 
between two locations is computed based on the effectiveness value. 

Ag(i, j) = 1 − f (20) 

The analyst can freely select the categories. In the example cases 
presented in this paper, we use the following five categories:  

• Very high: It is practically impossible for an insider to bypass a gate 
of this category unobserved in a reasonable time.  

• High: The insider can bypass a gate of this category only with 
considerable difficulty.  

• Moderate: The insider can bypass a gate of this category with some 
difficulty.  

• Low: The insider can easily bypass a gate of this category.  
• No protection: The insider can very easily bypass a gate of this 

category. 

An example building is shown in Fig. 2. The building contains four 
rooms (L1–L4), five doors (1–5), and three components (C1, C2 and C3). 
Components C1 and C3 can be damaged in one location, and component 
C2 in two locations. The outdoors (Out) is also considered as a separate 
location. 

Doors 1, 2 and 5 belong to the high category (fH = 0.95), door 3 to 
the moderate category (fM = 0.9), and door 4 to the low category (fL =

0.7). Thus, Ag(Out, L1) = Ag(Out, L4) = Ag(L1, L2) = 1 − 0.95 = 0.05, 
Ag(L4, L3) = 1 − 0.7 = 0.3, and Ag(L1, L3) = 1 − 0.9 = 0.1. 

The component damage plausibilities are D(C3, L3) = D(C2, L4) = 1, 
D(C2, L2) = 0.2, and D(C1, L2) = 0.8. 

The numerical values used in the example and the example case of 

Fig. 2. Example building with three components (C1–C3) and five doors (1–5).  

Table 1 
Path sets, degree of accessibility, locations and damage plausibility for cut set 
M1 = C1C2.  

No. Damage path sets (S) Ar(S) Damage locations (C1,C2) C(S;M1)

1 (Out, L1, L2) 2.5E-3 (L2, L2) 4.0E-4 
2 (Out, L1, L2, L3, L4) 7.5E-5 (L2, L4) 6.0E-5 
3 (Out, L4, L3, L1, L2) 7.5E-5 (L2, L2) 1.2E-5 
4 (Out, L4, L3, L1, L2) 7.5E-5 (L2, L4) 6.0E-5 
5 (Out, L4, L1, L2) 1.25E-4 (L2, L4) 1.0E-4  
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Section 3.2 are fictive. They are meant to represent how effective a door 
is to hinder an insider compared to another door, or how plausible it is to 
damage a component compared to another component. The relative 
differences between the values rather than absolute values are relevant 
from the risk ranking point of view. 

In the example case, the top event can be caused by the component 
minimal cut sets:  

• M1 = C1C2  
• M2 = C1C3  
• M3 = C2C3 

The entry is l0 = Out. Table 1, Table 2 and Table 3 summarize the 
computations for each component minimal cut set. Based on the tables, 
the following damage plausibilities are obtained: C(M1) = 4.0E-4, 
C(M2) = 2.0E-4, and C(M3) = 1.5E-2 and C(T) = C(M3) = 1.5E-2. 

Each component minimal cut set can include several damage path 
sets with the same set of locations. For example, alternatives 2, 3 and 4 
include the same set of locations in Table 1. However, they are unique 
with respect to either damage locations or gates that need to be 
bypassed. Alternative 3 differs from alternatives 2 and 4 with respect to 
damage locations. Alternative 2 differs from alternative 4 with respect to 
bypassed gates (the building is accessed through gate 1 for alternative 2 
and through gate 5 for alternative 4). 

In the current version of RISCO, damage path sets and degree of 
accessibility are intermediate results used to compute the most vulner-
able combination of locations from where a component minimal cut set 
can be caused. 

Currently, RISCO does not support automated computation of overall 
effectiveness (see Equations (6)–(9)), qualitative risk metrics (see Sec-
tion 2.2) or risk importances of model elements (see Section 2.3). 
However, effectiveness values and risk importances can be computed 
manually by redefining the relevant inputs, e.g., the gate matrix Ag(i, j), 
rerunning the analysis and comparing the results with previously 
computed results. This can also be considered as redefining access rights 

or a protection strategy. By post-processing the minimal cut set results, 
the top event level risk metrics can be computed. 

Table 4 illustrates the Birnbaum importance for the doors. Based on 
the Birnbaum importance, door 5 (Out, L4) is the most important gate. 
For doors 2 and 3, the importance value is 0 because the most vulnerable 
route does not pass the doors even when the degree of accessibility via 
the doors is set to 1. 

3.2. Example case 

The model used for the example case is based on the DIGREL model 
(Authén et al., 2015). The DIGREL model is presented in Appendix A. In 
the example case, the impact of different access rights is assessed. In 
RISCO, we define the concept access rights, which means that the owner 
of access rights has free access to a group of locations. When analyzing 
the risk of insider threats, it can be thus postulated that the insider has 
free access rights, Ag(i, j) = 1, for a set of location pairs. 

For maintenance reasons, access rights need to be given to safeguard 
building 1. Additionally, we analyze to which other safeguard building 
(SG) it is most risk-free to give access rights. Thus, three cases are 
analyzed:  

1. Access rights are given to safeguard buildings 1 and 2  
2. Access rights are given to safeguard buildings 1 and 3  
3. Access rights are given to safeguard buildings 1 and 4 

For baseline results, the example model is computed without any 
access rights. 

The top event for the analysis is core damage. The entry is outdoors 
(within the plant area). The 5E + 5 most important minimal cut sets are 
included in the analysis. In the analysis, we assume that the insider can 
damage any component present in the component minimal cut sets 
unnoticed (i.e., perform ‘clean’ sabotage). For basic events representing 
software failure events, we set the damage plausibility to 0. 

3.3. Results 

Based on the damage plausibility of the top event (see Table 5), Case 
2 is clearly the worst option. This is the expected result, because the 
instrumentation and control system (I&C) components are located in 
safeguard buildings 1 and 3, and the main control room (MCR) is located 
in safeguard building 3. 

When comparing the damage plausibilities of cut sets, we can 
observe small differences between Case 1 and Case 3, (even though 
buildings SG2 and SG4 are symmetrical). In Fig. 3, the cut sets have been 
divided into logarithmically equally distributed bins according to the 
damage plausibility of the cut sets C(Mi) (see Equation (4)). The five 
most important bins are shown. Based on the distribution Case 3 seem to 
be the least hazardous option. The difference in results is mainly caused 
by the placement of the I&C cabinets. The I&C cabinets for divisions 1 
and 4 are located in SG1 and the cabinets for divisions 2 and 3 in SG3. 
Therefore, in Case 1 an insider has free access to damage the process 
components of safety systems of division 2 in SG2 and free access to 
damage the division 4 I&C cabinets in SG1, whereas in Case 3 an insider 
has only free access to damage process components of safety systems in 
SG4. 

Table 2 
Path sets, degree of accessibility, locations and damage plausibility for cut set 
M2 = C1C3.  

No. Damage path sets (S) Ar(S) Damage locations (C1,C3) C(S;M2)

1 (Out, L1, L2, L3) 2.50E-4 (L2, L3) 2.0E-4 
2 (Out, L1, L2, L4, L3) 3.75E-5 (L2, L3) 3.0E-5 
3 (Out, L4, L3, L1, L2) 7.50E-5 (L2, L3) 6,0E-5  

Table 3 
Path sets, degree of accessibility, locations, and damage plausibility for cut 
set..M3 = C2C3  

No. Damage path sets (S) Ar(S) Damage locations (C2,C3) C(S;M3)

1 (Out, L1, L2, L3) 2.5E-4 (L2, L3) 5.0E-5 
2 (Out, L1, L2, L4, L3) 3.75E-5 (L2, L3) 7.5E-6 
3 (Out, L4, L3, L1, L2) 7.5E-5 (L2, L3) 1.5E-5 
4 (Out, L4, L3) 1.5E-2 (L4, L3) 1.5E-2 
5 (Out, L1, L3, L4) 1.5E-3 (L4, L3) 1.5E-3 
6 (Out, L4, L1, L3) 7.5E-5 (L4, L3) 7.5E-5  

Table 4 
Birnbaum importance for the doors.  

Door C
(
T|Ag(i, j) = 1

)
C
(
T|Ag(i, j) = 0

) Bg 

1 (Out, L1) 3.0E-2 1.5E-2 1.5E-2 
2 (L1, L2) 1.5E-2 1.5E-2 0 
3 (L1, L3) 1.5E-2 1.5E-2 0 
4 (L4, L3) 5.0E-2 4.0E-4 5.0E-2 
5 (Out, L4) 3.0E-1 1.5E-3 3.0E-1  

Table 5 
Damage plausibility of the top event for the different cases.  

Case C(T) Access rights 

Baseline 2.0E-6 No access rights 
Case 1 2.0E-3 Free access to SG1, SG2 
Case 2 2.0E-2 Free access to SG1, SG3 
Case 3 2.0E-3 Free access to SG1, SG4  
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3.4. Interpretation of results 

The objective of the approach is to provide practical comparisons of 
different protection strategies (risk ranking), but not necessarily to 
produce absolute values of risk. Therefore, more important than the 
exact numeric values of a single protection strategy is to compare the 
damage plausibilities between protection strategies for both on the top 
event and the minimal cut set level. 

By comparing the cut set count distributions (see Fig. 3), the effec-
tiveness between strategies can be compared more thoroughly. The 
presented distribution is a kind of extension of the qualitative Fussell- 
Vesely risk metric, F(T;Ccrit), introduced in Section 2.3 (see also Equa-
tion (11)), since here we also collect the count of less plausible cut sets 
into separate bins. 

Even though we did not compute in the case study any importance 
measures, they can be used to identify weaknesses within a protection 
strategy and also for comparing different protection strategies. For 
example, if a single gate dominates the results, this can be interpreted as 
a security weakness of the facility. In this case, the strategy could be 
improved by increasing the effectiveness of that gate (assuming it is cost 
effective). 

3.5. Applicability of the method implementation 

Due to the simplicity of the approach, the computation times with 
the RISCO tool are quite reasonable. The computation time when 
running all cases in parallel was ca. 9 min with a laptop (i7-7600 CPU @ 
2.80 GHz, 16 GB RAM) (the size of the model is described in Appendix 
A). There are several ways we could improve the efficiency, e.g., by 
improving the computational algorithms or enhancing parallel compu-
tation. In the current tool, perhaps the most beneficial target for 
development would be to improve the input format of the different 
model elements, especially of the component cut sets. This would also 
improve the applicability of the tool. Reading the component cut sets is 
the most time-consuming phase of the analysis. Because RISCO is in-
dependent of any PRA tool, a text file format is used for cut sets (and also 
for the other elements), which is not optimal from the efficiency point of 
view. Additionally, it sets some restrictions on the size of the cut set list. 
One option would be to define a binary format that could easily be 
produced by different PRA tools or be transformed from the tools’ tex-
tual output. 

Creating a model for the analysis can be somewhat laborious for a 
larger facility, especially defining the layout of the facility. For the large- 
scale practical application of the approach, the model construction 
should be automated as much as possible. One possible approach would 
be to utilize the building information model (BIM) of a facility (if such 

already exists) to create the network of locations and gates in the sup-
ported form. In this case, mainly the effectiveness values of the gates 
would need to be manually defined. Other inputs can already be almost 
directly exported from different databases and PRA tools. 

Another way we could improve the applicability of the tool would be 
to provide a visualization of results. Currently, all results are provided in 
separate text files in a format compatible with MS Excel. Depicting the 
results in a suitable form would enhance the interpretation of the results. 
Taking the visualization of results a step further, if BIM were to be uti-
lized for building the model it would also be possible to bring back the 
results into the BIM, e.g., to highlight the most critical gates. 

As we mentioned in Section 3.1, RISCO does not support the auto-
mated computation of risk importance measures. For a larger model, it 
may not be feasible to compute a large set of importance measures as 
presented in Section 3.1. Already during the baseline analysis, it should 
at least be possible to perform a preliminary ranking of the model ele-
ments according to their importance. This would allow focusing the 
more detailed importance measure computation on the most relevant 
model elements. 

4. Related research 

We have divided the related research review into two parts. The first 
part considers related work done through international cooperation in 
nuclear security. The focus in on work performed within the Interna-
tional Atomic Energy Agency (IAEA) and the World Institute for Nuclear 
Security (WINS). 

The second part focuses on approaches that have been used as the 
basis for the outlined method. For the vital area identification method, 
and path and scenario analysis presented in the discussion in Section 1 is 
extended. In addition, we review security analysis approaches that could 
be used to address some of the limitations to the outlined approach. 

4.1. International cooperation in nuclear security 

In the nuclear domain, the International Atomic Energy Agency 
(IAEA) has published several documents related to physical preventive 
and protective measures against acts of sabotage. In (IAEA, 2007), the 
aim is to provide methods for evaluating the risk related to any mali-
cious act. A methodology for assessing the capacity of safety-related 
structures, systems and components to tolerate events caused by acts 
of sabotage is presented. Guidance on how to develop, use and maintain 
a DBT is given in (IAEA, 2009). In (IAEA, 2020), the focus is on pre-
vention and protection against insider threats. The relevance to our 
work is that the guidelines for potential insider threats and targets 
identification can provide guidance for selecting relevant top events and 

Fig. 3. Cut set count distributions for the different cases according to damage plausibility of the minimal cut set C(Mi).  
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access rights for further analysis, for example. In addition, an evaluation 
of preventive and protective measures is considered. With preventive 
measures, the objective is to limit or remove possible insider threats, to 
minimize threat opportunities or to prevent a malicious act. Protective 
measures are used to detect, delay and respond to malicious acts that are 
carried out, and to mitigate or minimize their consequences. For pre-
ventive measures, mainly systematic reviews are proposed. Protective 
measures could be quantitatively analyzed since the likelihood of 
detection and timeliness of response are often quantifiable. The analysis 
should be based on credible insider scenarios. 

Vital area identification is considered in (IAEA, 2012). Vital area 
identification is the process of identifying the areas in a facility like a 
nuclear power plant around which protection will be provided to pre-
vent or reduce the likelihood of sabotage. The approach considers areas 
containing components and systems to be protected against sabotage. A 
sabotage logic model is used to represent the set of possible sabotage 
scenarios for the plant that could lead to the top event. The sabotage 
logic is used to identify vital area sets. The development of the sabotage 
logic is typically performed by modifying existing PRA models and, thus, 
fault trees are generally used to represent the logic model (Varnado and 
Whitehead 2008). The related research is considered in Section 4.2.1. 

The objective of (IAEA, 2015) is to provide guidance for developing a 
risk-informed approach and conducting threat and risk assessments. It 
describes common methods for threat and risk assessment. For threat 
analysis, (IAEA, 2015) discusses two approaches: the threat narrative (a 
qualitative method for describing threat level and characteristics) and 
the threat ranking (a semi-quantitative method for estimating threat 
components and combining them into an overall threat assessment). 
Also for risk assessment, two approaches are described: risk registry and 
probabilistic risk assessment. In risk registry, a mapping of identified 
scenarios onto a matrix of likelihood and consequence scales for 
comparative visualization of risks is performed. The discussed proba-
bilistic risk assessment is similar to the PRA approach described in 
(IAEA, 2010). In the approach the important elements (e.g., an adver-
sary’s decisions on a particular course of action from various options) of 
a nuclear security event and building a ‘scenario space’ containing all 
possible instances of each of the elements. 

In (IAEA, 2019a), a methodology for a risk-informed, performance- 
based assessment of security systems designed for the protection of 
nuclear and radiological materials and the processes is provided. It also 
compares different software and methods that can support the assess-
ment. Three assessment methodologies specific to the insider threat are 
also listed in (IAEA, 2019a). The Vulnerability of Integrated Security 
Analysis (VISA) approach (e.g., (IAEA, 2019b)) is a scenario-based 
approach based on subject matter expert opinion, published values or 
a combination of both. The approach is included in the software com-
parison. The insider adversary action sequences approach is a variant of 
the VISA method. The physical protection systems’ efficiency assess-
ment model for an internal threat approach is summarized in (IAEA, 
2019a). Game theory is proposed as an approach for expanding the 
scope for performance-based methods to also consider deterrence. 
Deterrence is achieved when an adversary regards a facility as an un-
attractive target and decide not to attack it. 

The World Institute for Nuclear Security (WINS) (WINS, 2020) has 
published several best practice guides related to insider threats (e.g., 
WINS, 2019a; 2019b), and safety and security (e.g., WINS, 2019c). In-
sider threats are also considered in (WINS, 2019d) in the context of 
security of information technology and instrumentation and control 
systems, and in (WINS, 2019e) in the context of integrating physical and 
cyber-security for example. However, the focus of the documents is more 
on identifying and mitigating possible threats rather than how to assess 
the risks. Guidance for modeling and simulation for nuclear security is 
discussed in (WINS, 2019f). Path analysis and constructive combat 
simulation tools are discussed on a general level. 

Guidance for nuclear power plant security assessment is provided in 
(Zamanali and Chwasz, 2013), giving guidance for the format and 

content of a security assessment. The evaluation step of the assessment 
includes both pathway analysis (see also Section 4.2.1) and scenario- 
based analysis, including timeline analysis, neutralization analysis, 
and overall physical protection system effectiveness analysis, among 
other things. Related security analysis tools are reviewed in (Whitehead 
et al., 2007). It also discusses best practices related to the evaluation of 
physical security in general. 

4.2. Risk-informed approaches for security assessment 

4.2.1. Vital area identification, scenario and path analysis 
In (Malachová and Vintr, 2015), the state of the art and the back-

ground regarding VAI is presented. Some relevant methods used 
currently in vital area identification and their background are summa-
rized in (Malachová and Vintr, 2015). 

In (Lee et al., 2012), the PRA model (fault tree) is transformed into a 
sabotage logic by replacing the equipment (basic events) in the PRA 
model by the rooms where the equipment is located. Based on the 
sabotage model the target sets are solved (corresponds to minimal cut 
sets, i.e., minimal combinations of basic events to cause a top event) and 
the target sets are transformed into prevention sets (minimal combina-
tions of areas that must be protected against adversary access). In 
(Gopika et al., 2012) the equipment information in core damage cut sets 
is replaced by their respective locations. After the replacement, the 
location cut sets are subjected to Boolean reduction and absorption. 
Based on the resulting minimal location sets, a location fault tree is built. 
The prevention sets are generated from the location fault tree. 

In (Gopika et al., 2012), an approach to rank the identified preven-
tion of vital areas is presented. For the ranking, two measures are 
introduced: vulnerability and protectability. Vulnerability is defined as 
the probability that the particular location is vulnerable for sabotage 
and protectability as the probability that the location is not vulnerable 
(protectability = 1–vulnerability). The ranking can support the design of 
physical protection systems. 

In assessing the vulnerability of a vital area, the accessibility, the 
physical distribution of vital equipment and the adversary’s interference 
are considered in (Mitsutoshi and Demachi, 2018). The accessibility is 
impacted by the physical protection system being employed, the 
adversary’s intrusion route and the available time before neutralization, 
for example. The adversary’s interference relates to the adversary’s 
ability to interfere with the response actions. 

In (Jung, 2017), an approach to overcome the high engineering costs 
of the VAI development process is presented. The idea of the approach is 
to insert PRA event tree simplification at the initial stage of VAI pro-
cedure. Even though the results seem promising, it remains a little un-
clear how well the method works in large NPP-level applications and 
whether the simplification can lead to a situation where something 
relevant is left out from the computations. In (Kwak and Jung, 2021), 
the approach is applied to a fictive NPP in different low power and 
shutdown states, 

In path analysis, an evaluation is performed on whether the physical 
protection system is effective across a wide variety of paths that an 
adversary might take to cause unauthorized removal or sabotage at a 
facility. Scenarios are hypothetical sets of conditions and sequences of 
events constructed for focusing attention on causal processes and deci-
sion points. Scenarios can be developed based on most vulnerable paths 
generated using path analysis software, for example. 

In (Snell et al., 2017) and (IAEA, 2019b), the methods and software 
listed in (IAEA, 2019a) for path and scenario analyses are reviewed. The 
tools are used to support physical protection system effectiveness eval-
uations as part of risk-informed security. 

A stochastic tool for adversary path analysis of physical protection 
systems is presented in (Setiawan et al., 2020). The discussed tool pro-
vides multi-path analysis using an adversary sequence diagram. In 
determining the most vulnerable path, the approach utilizes the concept 
of critical detection point, i.e., the last point of timely detection along an 
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adversary path. 

4.2.2. Approaches for security risk assessment 
In this section, we review security risk analysis approaches that could 

be used to support the RISCO approach. The reviewed approaches 
address some of the limitations of RISCO. 

To account for cost actions of the attacker and the defender, and 
deterrence, elements from game theory (see e.g., Cox, 2009) could be 
included in RISCO as discussed in (IAEA, 2019a). Game theoretical ap-
proaches for insider threat modeling are reviewed in (Joshi et al., 2019). 
To overcome the limitations of the reviewed approaches, (Joshi et al., 
2019) present a method based on the adversarial risk analysis approach 
(e.g., Rios Insua et al., 2009). The adversarial risk analysis approach is 
extended to account for existing defensive mechanisms already in place 
and the detectability of the insider and to model organizational culture. 
In (Kim et al., 2017), a game theoretic approach was used to study how a 
physical protection system functions when attacked by an intelligent 
adversary together with an insider. A two-person Stackelberg game was 
used to model the interaction between defender and attacker. In Woo 
(Woo, 2019), non-linear complex algorithm and non-zero sum quanti-
fications of game theory are utilized in a nuclear security context. On a 
general level, in (Rajbhandari and Snekkenes, 2018) game theory for 
security risk assessment is discussed. Game theoretical steps for risk 
assessment are presented and mapped to general risk assessment steps. 

The RISCO approach is primarily developed to assess the effective-
ness of physical security measures. However, cyber-security scenarios 
could also be included in the assessment provided that they can be 
included in the PRA model. In (Park and Lee, 2018), fault trees are 
developed to represent cyber-attacks and PRA is used to for the risk 
assessment. In (Shin et al., 2016), the aim is to include the Bayesian 
belief network model in the PRA to co-analyze both the safety aspects 
and the cyber-security aspect of nuclear facilities. A hybrid safety and 
security risk assessment approach based on interdisciplinary de-
pendency models is presented in (Papakonstantinou et al., 2019). A 
high-level interdisciplinary model (HLIM) is used for capturing system 
dependencies and security concepts. Based on HLIM, hybrid trees (a 
fault tree extended with concepts of attack trees (see e.g., Schneier, 
1999; Ingoldsby 2013) can be generated. The hybrid trees can be im-
ported into a PRA tool for further analysis. In addition, methods based 
on Systems-Theoretic Process Analysis (STPA) (see e.g., Thomas, 2013) 
could be used to support the inclusion of cyber-security aspects into 
RISCO. In the Cyber Hazards Analysis Risk Methodology presented in 
(Turner et al., 2017), STPA and fault trees are combined to create cyber- 
informed fault trees (CIFT) that should provide the basis for compre-
hensive cyber risk analysis. In (Young and Leveson, 2013) the STPA- 
Security Analysis (STPA-Sec) is applied to a nuclear power plant 
example. Other related approaches for combined safety and security 
assessment for industrial control systems (including in the nuclear 
domain) have been reviewed in (Kriaa et al., 2015). 

The general analytic modeling approach for physical risk assessment 
presented in (Lichte and Wolf, 2017; 2018; Lichte et al., 2019) has many 
similarities to our method. For example, the attack path of (Lichte and 
Wolf, 2017) is quite similar to the damage path set concept and similarly 
based on the attack paths, probabilistic assessments are performed. In 
addition, the concept of comparing different configurations based on 
risk metrics is similar. The work done by Lichte et al. could be utilized in 
our approach to support quantification and accounting for uncertainties. 
For example, probability density functions could be used to describe the 
abilities of security measures similarly to (Lichte and Wolf, 2017). 
However, in this case it may be necessary to restrict the number of 
minimal cut sets to be analyzed due to computational reasons. 

5. Comparison of approaches 

In this section, we aim to briefly assess the benefits and limitations of 
RISCO compared to the VAI procedure and path analysis. We selected 

the VAI procedure and path analysis (e.g., as part of the security effec-
tiveness assessment) for the comparison, because they have been listed 
as approaches that have been utilized for the analysis of insider threats 
in the nuclear security context (Scherer and Ruggiero, 2019). In addi-
tion, the approaches have been utilized in the development of RISCO. To 
compare the approaches, we analyze the simple example case intro-
duced in Section 3.1 using VAI and path analysis. We compare both the 
data used for the analyses and the results of the analyses. 

In the VAI analysis, we focus on the VAI process steps identification 
of candidate vital area sets and the selection of vital areas (IAEA, 2012). 
In path analysis, we perform a straightforward timely detection analysis 
as described in (IAEA, 2019a). In the selection of parameter values, 
especially for path analysis, we try to adapt the values used in the RISCO 
example (see Section 3.1) so that the results would be comparable to 
some degree. 

5.1. Vital area identification 

The prevention sets (or candid vital area sets) for the example are 
computed similarly to (Gopika et al., 2012). The equipment information 
in the component minimal cut sets is replaced by the respective locations 
to form location cut sets. 

Locationcutsets = L2(L2+L4) +L2L3+(L2+L4)L3

= L2+ L2L4+L2L3+L2L3+ L3L4 (21)  

The location cut sets are subjected to Boolean reduction, and absorption 
resulting in minimal location sets. The minimal location sets correspond 
to the sabotage logic equation. 

Minimallocationsets = L2+L3L4 (22)  

Based on the minimal location sets, prevention sets can be computed. 
The prevention set can be computed algebraically by forming the com-
plement of the sabotage location equation and simplifying the equation 
according to Boolean algebra (IAEA, 2012). 

Preventionsets = L2(L3+L4) = L2L3+ L2L4 (23) 

The protection of any one of the candidate prevention sets (vital area 
sets) will ensure that an insider saboteur cannot cause a top event. For 
the ranking of the prevention sets we follow the approach presented in 
(Gopika et al., 2012). The vulnerability of each location is computed 
based on three values:  

• Conditional Sabotage Probability (CSP), (cumulative probability of 
CSP of all equipment housed in that location)  

• number of entry points to be secured 
• geographical importance includes accessibility, security levels pre-

sent, etc. 

Since L2 appears in both prevention sets, only vulnerability of L3 and 
L4 is considered. The CSP value is identical for both locations. In addi-
tion, both locations have two entry points. Locations L3 and L4 share a 
door (door 4). Thus, the decision about whether it is more beneficial to 
protect door 3 or door 5 remains. Based on Table 4, door 5 has higher 
importance, and therefore we choose to protect prevention set L2L4. 

5.2. Path analysis 

In this section, we perform a timely detection analysis for three paths 
of the example case. We selected the most vulnerable path for each 
component minimal cut set (based on Table 1, Table 2, and Table 3). For 
component minimal cut set M1, the most vulnerable route goes through 
doors 1 and 2 to location L2. For M2, the most vulnerable path is the 
route to locations L2 and L3 through doors 1, 2 and 3. For M3, the most 
vulnerable route goes through doors 5 and 4 to locations L4 and L3. 
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The tasks of the adversary include penetrating the relevant doors and 
performing sabotage on the components. We assume that the delay time 
and probability of detection for each protective measure (door) is pro-
portional to its effectiveness to stop an insider, as listed in Section 3.1. 
Similarly to the RISCO approach, we assume that the adversary can 
freely bypass a door after the door has successfully been penetrated. In 
addition, the complexity to sabotage a component is its own protective 
measure. We assume the delay time and probability of detection to be 
inversely proportional to the damage plausibility of a component. We 
assume that a sensing opportunity is timely if there is enough time for 
the detection and response at the start point of the insider action. The 
values for the detection times were computed based on the effectiveness 
values listed in Section 3.1, where the minimum delay time for the in-
sider action to penetrate a door in the high category was set to 300 s and 
detection probability was set to 0.4. For the other actions, the values are 
computed according to their relation to the effectiveness value of a door 
in the high category. For the task to damage component C2 in L4 and C3 
in L3, a minimum delay of 20 s was set. 

The delay times and detection probabilities for each task are shown 
in Table 6. The average detection and response times are 30 s and 300 s 
respectively. 

For path M1, the first two sensing opportunities are timely, for path 
M2 the first three sensing opportunities are timely, and for path M3 the 
first sensing opportunity is timely. The probability of interruption PI for 
path M1 is. 

PI = 1 − (1 − PD1 )*(1 − PD2 ) = 1 − (1 − 0.4)(1 − 0.4) = 0.64, (24)  

for path.M2 

PI = 1 − (1 − 0.4)(1 − 0.4)(1 − 0, 08) ≈ 0.67 (25)  

and for path.M3 

PI = 1 − (1 − 0.4) = 0.4 (26) 

For comparison, Table 7 shows probability of interruption for all 
different cases of M1. The cases are in the same order as in Table 1. Case 
5 is divided into two parts, since in the probability of interruption 
computations, the order in which the components are damaged has an 
impact on the results in path analysis (for Case 1 and Case 3 the order 
does not affect the results). 

5.3. Comparison conclusions 

The RISCO approach has similarities both with the VAI process and 
path analysis. The sabotage logic is common to the VAI approach. 
However, in RISCO the events in the sabotage logic are not just replaced 
with areas but also the routes to the areas considering the security 
measures within the routes are taken into account. The goals and results 
of the approaches are different, as can be seen based on the example 
analyses. RISCO does not aim to compute a prevention set to be pro-
tected but rather to compute damage path sets (see Section 2.1.3) that 
are utilized for analyzing vulnerabilities in security measures and for 
comparing different protection strategies. In this sense, RISCO resembles 
path analysis more. 

Similarly to many VAI approaches, RISCO can directly take advan-
tage of large data sets of a PRA model. The PRA model is used to identify 
critical failure combinations. In path analysis, it may be challenging to 
account for a large number of different failure combinations, especially 
when components in the failure combinations are located around a 
plant. In an NPP, there can easily be thousands or even millions of 
critical failure combinations that are relevant to the analysis. Analyzing 
all potential cases can be too laborious with path analysis methods, even 
if multipath analysis approaches were employed. 

Another benefit of RISCO over path analysis is the simplicity of the 
approach. For example, in the example case the number of parameters to 
be estimated in RISCO was half the number of parameters to be esti-
mated for path analysis. In addition, the logic model of a PRA and 
different dependency databases used for PRA can be utilized almost 
directly in RISCO. The efficiency of RISCO is also enabled in that it 
considers risk relatively rather than as an absolute number. When 
analyzing a single failure combination or target of an insider, path 
analysis enables a more detailed analysis than RISCO. Path analysis 
could be used to complement RISCO analyses, for example, by analyzing 
some of the most vulnerable cut sets in more detail. 

Based on the results of the example computations, path analysis gives 
similar results to RISCO. The numerical values are quite different, as 
expected, but an almost identical order of most vulnerable failure 
combinations and paths is obtained. The differences can partly be 
explained by the approximate adaptation of parameter values used in 
RISCO into input values for path analysis. 

Based on the simple example, the VAI approach seems to be the most 
straightforward of the methods. However, in large-scale applications, 
solving the prevention sets can be computationally challenging. Due to 
the different approach of RISCO, it does not face similar computational 
challenges to the VAI approach when the models grow larger. In RISCO, 
the damage path sets are solved for each component minimal cut set one 
at a time. The damage path sets themselves are not combined but 
different metrics and importance measures are computed based on the 
individual damage path sets. Thus, the computational load is quite 
small, even over a large-scale model. 

For insider analysis, VAI has some limitations as identified in 
(Scherer and Ruggiero, 2019). For example, accounting for access rights 
of the insider may not be a straightforward task. In RISCO, accounting 
for access rights is a built-in feature of the tool. In a somewhat similar 
manner, access rights can also be accounted for in path analysis. 

In conclusion, the RISCO approach can be considered to lie in the 
middle ground between VAI analysis and path analysis, combining el-
ements from both approaches. In comparison with those approaches, our 
approach utilizes the logic model of a safety PRA (similarly to the VAI 
approach) and the information from the security measures to assess 

Table 6 
Insider actions, their delay times and detection probabilities.  

Insider action Minimum delay time 
(in seconds) 

Detection probability (PD) 

Path M1   

Penetrate Door 1 300 0.4 
Penetrate Door 2 300 0.4 
Sabotage C1 in L2 60 0.08 
Sabotage C2 in L2 250 0.34 
Path M2   

Penetrate Door 1 300 0.4 
Penetrate Door 2 300 0.4 
Sabotage C1 in L2 60 0.08 
Penetrate Door 3 280 0.38 
Sabotage C3 in L3 20 0 
Path M3   

Penetrate Door 5 300 0.4 
Sabotage C2 in L4 20 0 
Penetrate Door 4 220 0.29 
Sabotage C3 in L3 20 0  

Table 7 
Probability of interruption of the different cases of minimal component cut set 
M1. The insider action Di refers to the action to penetrate Door i and CjLk to 
sabotage of Component j in Location k.  

Num Insider actions PI 

1 D1, D2, C1L2, C2L2  0.64 
2 D1, D2, C1L2, D3, D4, C2L4  0.79 
3 D5, D4, D3, D2, C1L2, C2L2  0.84 
4 D5, C2L4, D4, D3, D2, C1L2  0.84 
5.1 D5, C2L4, D1, D2, C1L2  0.78 
5.2 D1, D2, C1L2, D5, C2L4  0.67  
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different protection strategies and to identify weaknesses in the strate-
gies. From a results point of view, RISCO resembles path analysis more. 
However, our approach uses relative values of security risk to compare 
different protection strategies. 

Another benefit of RISCO is its scalability. The unwanted outcome to 
be protected in the analyses can basically be any outcome that can be 
represented by minimal cut sets. In an NPP, there can easily be thou-
sands or even millions of critical failure combinations that are relevant 
for the analysis. 

In addition, it can be pointed out that none of the methods discussed 
in Section 4.2.2 provides a completely identical approach for insider 
threat risk assessment. However, the discussed approaches include fea-
tures that can be applied in RISCO to extend its capabilities. In contrast 
with most of the other methods, RISCO has been specifically developed 
for assessing insider threats. Many of the other methods are more 
general-level approaches that have been used or modified to be used for 
analyzing insider threats. 

6. Conclusions 

Insiders pose a unique challenge to the security of a nuclear power 
plant due to their ability to take advantage of their access rights and 
knowledge of the facility, in order to bypass physical protection ele-
ments, for example. Insiders can have time to plan and execute the act, 
have better opportunities to select the most vulnerable target and the 
most suitable moment to attempt a malicious act. 

In this paper, we have reviewed recent approaches to security 
analysis and made a brief comparison of our approach with two ap-
proaches used in the analysis of insider threats in the nuclear security 
context. In comparison with those approaches, our approach has a 
practical feature when utilizing the minimal cut sets of a safety PRA and 
the information of the security measures to prevent the actions of an 
insider. The approach can be used to assess different protection strate-
gies and to identify weaknesses in the strategies. Different protection 
strategies can be compared using relative values of security risk. 

The application of the approach in the feasibility study demonstrates 
that the method is computationally effective and should be applicable 
for realistic facilities with only minor restrictions. The scalability of the 
approach enables us to apply the approach in many contexts. The un-
wanted outcome to be protected in the analyses can be basically any 
outcome that can be represented by minimal cut sets, such as the failure 
of a single safety system or core damage of a nuclear power plant. 

The approach assumes that the actions of an insider remain hidden 
until it is too late to prevent the consequences of those actions. This has 
been one of the basic assumptions of the whole method development. 

However, detectability and the time dimension (e.g., adversary task 
time, detection time and response time) play an important role in the 
success of preventing an act of sabotage. To account for detectability and 
the time dimension would increase the realism of the approach, but on 
the other hand it would complicate the modeling, which is not neces-
sarily a desirable property for a practical analysis tool. One should note 
that the event tree-fault tree applied in safety PRA can handle the time 
dimension only in a limited manner. 

The Failure Modes and Effects Analysis (FMEA) functions as a basis 
for a PRA model. Security issues may introduce new failure modes and 
effects that have not traditionally been accounted for. For risk-informed 
security analysis, it might be necessary to complement the FMEA with 
security-specific aspects, such as the damage plausibility of the 
component. 

In the method, we assume that the insider selects an optimal pure 
strategy, i.e., the insider attempts to damage the components in the 
minimal cut set with the highest damage plausibility. This may not 
provide the best picture for comparing the effectiveness of the different 
strategies. It only accounts for the highest damage plausibility. There-
fore, we have also proposed qualitative risk metrics. In addition, one 
could define many other kinds of risk metrics that take into account the 
number of minimal cut sets and their plausibility. For instance, we could 
assume that the insider employs a mixed strategy, where each minimal 
cut set has some probability. The interpretation of the probabilities may 
require some further research. 

Further research work will include both method development and 
improving the usability of the developed tool. The method development 
research will focus on enhancing risk metrics and including the time 
dimension into the analysis. To improve the usability of the tool, our 
goal is to study how BIM could be utilized in the model development and 
visualization of results. In addition, we aim to improve the support for 
computing different risk importance measures and metrics. 
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Appendix A:. DIGREL model 

A.1 General description 

The DIGREL model represents a PRA model for a fictive boiling water reactor (BWR). The following brief description of the model is based on 
(Authén et al., 2015). The BWR has four redundant safety systems. Fig. A1 illustrates a simplified flow diagram of the safety systems considered in the 
example. Fig. A2 shows the example BWR electric system line diagram. For a more in-depth description of the BWR and the PRA model, we refer the 
reader to (Authén et al., 2015). 

A.2 Unit layout 

In this work, we extended the example BWR with a fictive site and building layouts. The site layout is illustrated in Fig. A3. For each building, a 
separate layout is designed (for the layouts of the individual buildings, we refer the reader to (Björkman, 2021). The building layouts specify the 
protection elements and component locations. In the definition of the layout and the placement of components, we adhered to the following 
guidelines:  

• The process components of safety systems are located in safeguard buildings in separate locations. One division per building. Each safeguard 
building should contain at least two floors. The safety systems include: 
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Fig. A1. Flow diagram of one train of the example BWR (Authén et al., 2015).  

Fig. A2. Line diagram of the electric systems the example BWR (Authén et al., 2015).  
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o CCW – Component cooling water system  
o ECC – Emergency core cooling system  
o EFW – Emergency feedwater system, including heating, venting and air conditioning system (HVA)  
o RHR – Residual heat removal system  

• There should not be direct access between two pump rooms.  
• Main feedwater system (MFW) process components are located in one location in the turbine building.  
• Service water system (SWS) pumps are located in a separate building. Two divisions per location.  
• Diesel generators are located in two separate buildings, two in each building. In each building the diesel generators are located in fully separated 

spaces with their own entrances. The diesel generator is located on the first floor, other electric components on the second floor.  
• Normal power supply is located in the switchgear building.  
• I&C is located in safeguard buildings 1 and 3. Each division is in their own separate location. The I&C locations are accessible only through several 

doors. The I&C rooms are located on the same floor but there is no direct access between the areas where I&C rooms of different division are located 
(access only through separate stairwells).  

• MCR is located in safeguard building 3.  
• Demineralized water storage and gas turbine are located in their own separate buildings.  
• Office building is a separate building.  
• Switchyard is a separate fenced area.  
• Reactor containment building is a single separate area containing all relevant components.  
• Filtered containment venting system is located in safeguard building 1. 

A.3 Protection strategy assessment model 

Based on the layouts and the existing PRA model, we can create a protection strategy assessment model. The minimal cut sets and the components 
relevant for the cut sets can be exported from the PRA model. The locations and protection elements can be gathered from the building layouts. In the 
definition of gates and categories for the gates, we followed the following basic principles:  

• Access to switchgear building is through turbine building.  
• Access to safeguard buildings and turbine building is through reactor building. These buildings form a unified controlled zone in the BWR.  
• Access to the controlled zone through a turnstile in the reactor building.  
• The doors located on normal routes (corridors and staircases within a building) are not locked.  
• The doors to locations of safety systems are locked (e.g., pump rooms, I&C locations).  
• There is technical surveillance (e.g., electronic surveillance) in the MCR.  
• There is no access to reactor containment building during power operations.  
• The entries to separate buildings are locked (buildings E, G, I and K in Fig. A3).  
• The entry to the switchyard is locked. 

The model contains:  

• Five protection categories: Very high (fVH = 0.99), High (fH = 0.96), Moderate (fM = 0.9), Low (fL = 0.8), No protection (fNP = 0)  
• 113 unique protection elements  
• 111 unique locations  
• 1400 components (basic events and initiating events). Most components are located in single locations. Some components have no locations (e.g., 

software common cause failure events). I&C related communication link events can be located in two locations, the location of sending I&C unit 
and the location of the receiving I&C unit.  

• In the case study, 5E+5 cut sets are used. 

Fig. A3. Site layout of the example BWR.  

K. Björkman et al.                                                                                                                                                                                                                              



Nuclear Engineering and Design 391 (2022) 111738

14

References 
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