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A B S T R A C T

Public safety and security authorities utilize tactical mobile networks to enable communications in situations
where fixed infrastructure is unavailable. While these rapidly deployable networks rely on open standards, and
support emerging applications and cross-organization federation, they are also vulnerable for cyber and insider
threats. Active cybersecurity and threat detection solutions must work in isolated tactical bubbles without
human interactions and cannot assume connectivity to remote security operations centers. This study explores
the concept of a tactical security operations center (T-SOC) and presents an approach to adapting mobile
network applications based on security monitoring and analytics. The security-driven prioritization of traffic
flows demonstrates, first, a security decision making that is based on traffic analysis and security posture
assessment and, second, an intelligent security response to availability threats by dynamically adjusting quality
parameters of live video streams. We describe field trialed implementations based on open-source components
and measure and analyze trade-offs between edge and cloud-based deployments. We also discuss other potential
reaction strategies, such as trust-based routing, and present directions for future research.
. Introduction

Public safety and security authorities, such as police, firefighters,
irst response personnel, and border guards, are currently replacing
heir dedicated communication infrastructures with commercial public
etworks and with rapidly deployable tactical mobile networks, which
re based on broadband wireless technologies [1–3]. With the 3GPP-
pecified 4G, 5G, and beyond mobile network technologies, authorities
et cost-efficient access to new applications, such as video-based group
ommunications, remote controlled devices, unmanned vehicles, and
ugmented situational awareness. Mobile networks provide [4] ac-
ess control and security protocols and mission-critical applications
ypically employ [5] an additional layer of security with end-to-end
ncryption. However, these baseline security measures are not enough
or these critical functions of society. As networks are linked to com-
ercial networks, connect heterogeneous IoT devices, and support

ooperation between different authority organizations, the amount of
otential threat actors increases [6]. The networks must be hardened
o withstand different cyber attacks and intrusions, including insiders
nd advanced persistent threats.

Security operation centers (SOC) [7,8] or cyber SOCs are centralized
ontrol facilities that monitor system behavior and security posture
n order to respond to attacks and threats. SOC typically incorporates
eople, technologies, and processes that protect network and systems
ith different active defense strategies [9]. SOC functions include, for

∗ Corresponding author.
E-mail address: jani.suomalainen@vtt.fi (J. Suomalainen).

example, traffic analysis [10,11], security posture verification based
on remote attestation [12], intrusion detection and protection (IDS,
IPS), security information and event management (SIEM), and security
orchestration and automated response (SOAR). Different SOC prod-
ucts have been introduced, including commercial deployable tactical
SOC [13] and mobile SOC [14] approaches, which aim to miniaturize
the size of equipment. Further, SOC functions are available through
open-source software toolboxes, such as Security Onion [15]. However,
current SOCs provide an insufficient level of automation [8], and there
is a lack of analyses and field trials verifying how adaptable and
feasible these solutions are for operations in private 4G or 5G mobile
networks–aimed for restricted users–or in rapidly deployed tactical
networks–supporting short-term operations of authorities.

Public safety use cases introduce their own specific needs for com-
munications and cybersecurity. Tactical networks often need to operate
in isolated situations [16,17] with limited connections to centralized
security services in the cloud and without the help of remote security
administrators and analysts. The solutions must therefore minimize the
configuration effort on the field or be completely autonomous. Fur-
ther, security solutions cannot distract rescue operations by blocking
users even if they would communicate in anomalous and potentially
suspicious ways. On the other hand, the security solutions should aim
to assure availability of connectivity services even in hostile situations
where a network is under attack.
vailable online 13 May 2022
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Our hypothesis is that intelligent prioritization of communication
flows could be an efficient defense to assure the availability in a
manner that minimizes obtrusion to applications. Existing prioritization
mechanisms are driven by static, user or application specific rules that
aim to guarantee that the users who are considered forehand as the
most important are given the required bandwidth also in competitive
congestion situations. When compromised by a denial-of-service (DoS)
adversary [18], the prioritized user equipment may cause serious harm
to the network. Our approach adjusts prioritization dynamically based
on cybersecurity analyses.

In this article, we explore the concept of the tactical security oper-
ations center (T-SOC) and active defense solutions that could be suit-
able for tactical mobile networks. Specifically, we make the following
contributions:

1. Analyze feasibility of active cybersecurity techniques in isolated
rapidly deployable networks for public safety operations.

2. Propose a novel scheme for an automated security response: dy-
namic security-driven control for prioritization of video streams.

3. Demonstrate the integration of open-source SOC components
with a tactical 700 MHz mobile network, satellite backhaul, and
mission-critical applications.

4. Analyze advantages and challenges in local edge-based security
monitoring architecture versus distributed cloud-based security
monitoring. Provide measurements from the communications
perspective.

The remainder of the paper is organized as follows. Section 2 defines
he concept of T-SOC and analyses requirements for reactive cyber-
ecurity functions in isolated public safety communication networks.
ection 3 describes our prioritization approach. In Section 4, we present
ur implementation and results from the trial. Section 5 analyzes the
dvantages and challenges of the approach, presents other potential use
ases for T-SOC, as well as provides a critical view to the limitations of
ur research. Conclusions and future work are presented in Section 6.

. T-SOC for tactical mobile networks

A tactical mobile network [3,19–21], or so called tactical bubble, is
rapidly deployable wireless network that is based on 3GPP-specified
obile technologies, 4G or 5G. The tactical network includes access,

ore, and mission-critical application services. The core and the ap-
lications can be located in the cloud but there may also be local
eployments to enable operations in isolated modes. T-SOC is a col-
ection of SOC functions that are deployed locally with the bubble and
an be operated within the tactical network in isolation.

.1. Requirements for cybersecurity in tactical bubbles

Tactical bubbles face various cybersecurity threats and risks. In [6],
e analyzed threats in several use cases of public safety communi-

ation. Table 1 summarizes the main threat categories relevant for
actical bubbles and provides attack examples that characterize the vul-
erabilities. The commercial telecommunication infrastructure, which
rovides the backhaul, forms a major source of attacks. The commercial
ackhaul is an attack path for adversaries in the Internet and must
e secured with strong firewalls and access control solutions. Another
vident attack path in wireless networks is the user equipment (UE),
ither authenticated and misbehaving nodes or rogue nodes inter-
ering in the physical layer. 3GPP defined security architecture [4]
rovides the baseline security functions: confidentiality and integrity
f communications as well as network-level access control. 3GPP also
as specified solutions [16,17] for public safety operations, enabling
he use of alternative SIM applications in isolated networks. Further,
GPP proposed an application-layer security framework [5] for iden-
ity and access management of mission-critical voice, video, and data
2

pplications.
Safety and security-critical networks should be prepared for the
failing of the first lines of security and for adversaries gaining access
to the tactical network. Consequently, the public safety organizations
should monitor the network in order to detect and respond to threats.
Public safety networks need both situational awareness as well as
responsiveness. Tactical cyber situational awareness is defined as the
perception of missions, tasks, resources, status, and relations between
teams executing cyber defenses [22]. Tactical cyber responsiveness can
be defined as the capability to react to changes in the cyber situation;
the capability to react to detected threats when they occur.

Tactical cybersecurity solutions must be able to work with the
following challenges:

• Limited or non-existing backhaul connection to telecommuni-
cation operators’ or mission-critical service providers’ cloud in-
frastructure that hosts remote SOC services. Backhaul may be
unavailable due to remote, rural location or due to a network
failure caused by disaster or cyber attack.

• Lack of human resources for security operations. Police officers,
medics, or rescue personnel are tied to operations and do not have
the time or education for security analysis and configurations.

• Available computing resources may be minimal and not suitable
for every security function.

• Public safety operations occur in varying geographical locations
and environments with different users, applications, network
topologies, resources, and adversaries. There are limited amounts
of environment-specific data available, and the data that is col-
lected from one location may not be applicable in the next
operation. What is normal behavior in one operation may not be
normal in the following.

• Tactical bubbles are rapidly deployable solutions. Cybersecurity
defenses should be in place and operable at once or very quickly
when the personnel arrive at the location.

Consequently, security solutions must work with minimal configura-
tion or intelligently adapt to the operational environment. User interac-
tions required from the operative personnel should be minimal. All data
required for security operations and threat detection–configurations,
policies, rules, security intelligence, AI-based models, etc.–should be
available when the bubble is deployed and started. Solutions and their
configuration may be updated, if a backhaul connectivity is available,
but their functionality should not depend on it.

SOC functionality may be deployed in alternative ways. In the
centralized SOC architecture, a remote SOC collects all raw data, logs,
and packet captures from distributed sensors. In the hierarchical SOC
architecture, SOC functionality is distributed and each instance does
some processing. For instance, SOC sensors, which are hosted in a
multi-access edge computing (MEC) platform, can capture raw data but
also process it to produce logs, statistics, and warnings that are then
sent to centralized SOC in the cloud. In the standalone SOC architec-
ture, all data collection, processing, and responses are done locally. In
some situations, for instance, when backhaul is unavailable, edge-based
standalone architecture is the only alternative.

The architecture selection is related to the following performance
metrics. First, the response time, i.e., the time that it takes for SOC to
detect a threat and the time to react and mitigate a detected threat,
depends on the communication and processing delays as well as the
effectiveness of the security functions. Second, SOC’s effectiveness of
achieving security goals depends on the amount of accurate data enabling
identification and decisions, on the available security functions, as well
as available human resources. The closer to the edge the functions
are the more raw data is available but the less human and computing
resources there are. Also, the availability of shared cyber threat intel-
ligence may be more limited within the edge. Third, hierarchical and
standalone deployments set their own requirements for local processing
capabilities. SOC functions demand processing capabilities and large

memory capacity. These requirements may be flexed as tactical network
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Table 1
Security threats against tactical bubbles.

Threats Attack examples

Device compromise Attacks against hardened UE or unhardened IoT devices or civilian UEs; loss of
devices; credential cloning.

Leaking secrets Operational data is vulnerable against traffic and metadata observation; stealing
profiles and policies from core reveals organizational secrets.

Insider threats Attacks through third-party APIs; misconfigured priority and quality policies;
advanced persistent threats.

Loss of availability Signaling storms against core due to large amount of IoT devices; backhaul as a
bottle neck; attacks in different layers, e.g., physical jamming or denial of priority in
network.

Exposure through
bubble perimeters

Attacks via Internet or commercial infrastructure based backhaul.

Spoofed situational
awareness

Compromise of IoT data sources; spoofed positioning.

Failing end-to-end
security

Breakouts in protection at the edge; performance degradation due to security;
optional circumventable controls.

Misconfigured group
memberships

Federation between several organization using the same bubble may degrade
performance or open side-channels.
deployments are not expected to last long and thus do not need to
store history data for long periods of time. Fourth, the required backhaul
capacity, i.e., the amount and frequency of monitored information, raw
data and logs to be transmitted, varies. Typically the required capacity
depends on the amount and type of traffic, users, and adversaries, but
also on the amount of processing and distillation of security information
that can be done locally in the edge.

2.2. An availability threat scenario

One threat, which demonstrates the need for active cyber defense
capabilities, is a denial-of-service (DoS) attack within the bubble. In
the threat, an attacker, who has already gained access to the bubble,
launches an attack to exhaust network resources and, thus, to disturb or
prevent mission-critical communication during public safety operation.
For example, an attacker could aim to disturb video streaming from
firefighters’ body cameras to a field command center in order to reduce
the commands’ situational awareness and extend the caused damage.
Motivation of the attacker could be, e.g., hacktivism or terrorism,
i.e., to cause distrust, damage, and havoc; it could be a nation backed
group testing their capabilities against the authorities; or it could even
be a nation that is launching a hybrid warfare operation. The above
threat is later addressed in our trial implementation, which is described
in Section 4.

2.3. Autonomous active defenses in 5G networks

Standalone or hierarchical SOC deployments which try to minimize
communication requirements and response times require autonomous
security functions. Intelligent and autonomous defenses – which are
able to achieve security goals in different environments without human
intervention and with optimal resources – rely on the feedback loop
with the following three phases: sense and share, analyze, and react.
Each phase must adapt to the characteristics of mobile networks. Ta-
ble 2 gives examples of functions and tools for each phase and provides
a short discussion on their feasibility for tactical mobile networks.

Mobile networks produce large amounts of data, which can be
sensed and shared with various tools [33]. Data sources include, for
instance, logs and key performance indicators from core and access
components as well as from critical applications and their platforms.
Security posture and trustworthiness of devices can be monitored with
security and virus scanners and with device attestation solutions. Fur-
ther, statistic and analyses at different levels can be created from the
ongoing user traffic. User communication – audio, video, and data –
and machine-to-machine communication can be captured and analyzed
3

in the packet header or payload levels. In private and public safety
networks, the privacy and security regulation does not restrict security
functions in the same level as in commercial networks. Relevant se-
curity information can also be acquired from cooperative cyber threat
intelligence sources, including other SOCs.

5G networks introduce new technologies, which provide novel op-
portunities for monitoring and control. In particular, software-defined
networking (SDN) provides mechanisms [34,35] to monitor and control
routing. Similarly, network function virtualization (NFV) introduces
new control and monitoring interfaces [36] and provides more flexible
means to deploy resources [37,38], including security functions and
monitoring probes.

Security analysis components aim to detect known attacks, anoma-
lies, and issues in security posture. SIEM [39] solutions hunt known
and previously unknown threats such as zero-day exploits, advanced
persistent threats, malware, adversarial command and control com-
munications, evasive activities, advanced persistent threats, as well
as security policy violations that expose systems or leak information.
Many SIEM solutions apply machine learning techniques [40–42] that
automate manual work and assists in detecting previously unknown
threats. Practical challenges in mobile networks include the lack of
tools that are tailored to detect mobile specific attack patterns [43]. In
isolated situations, a challenge is also how to deliver up-to-date cyber
threat intelligence and threat signatures for T-SOC.

Typical security reactions in networks are blocking of users and
throttling of traffic at network or service boundaries, load balanc-
ing [44,45] services to assure availability, as well as notifications
and legal actions against the misbehaving source. Active security de-
fenses include moving target defenses [30] which increase the cost
to adversaries by changing the network structure and configuration
dynamically.

The feasibility of reaction strategies depends on the use cases. For
instance, if users are not supposed to be registered locally or at some
particular time, blocking these attempts is feasible and straightforward.
However, blocking users on anomalous behavior, for example, due
to showing new communication patterns or using new applications,
may not be feasible. Every public safety operation is different – and
thus an anomaly itself – as they might occur in different geographical
environment and have different users with alternative tasks. However,
an advantage for security analysis in authority networks is that due
to hardening, only limited amount of applications are allowed. Con-
sequently, monitored communication is more homogeneous and any
sign of non-accepted protocols or applications are more likely to be an

indication of an attack.
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Table 2
Functions for security monitoring, analysis, and reactions.

Category SOC technique Overview and tool examples Challenges in tactical operations

Data sources Network probes Packet capture enabling payload and header-level flow
analyses. Network layer traffic mirroring and trusted proxies
for analysis of full user payload.

Large amounts of data require memory, communication, and
processing capabilities. End-to-end security complicates deep
packet inspection.

Traffic analysis Communication metadata describing who is communicating
with whom and how. Communication statistics.

Setting in tactical bubbles are typically static. External
connections may be prevented in authority networks.

Logs Status and history information from firewalls, anti-virus SW,
operating system, applications; log collection and
management, e.g., with Logstash [23].

In isolated settings, requires automation to analyze and react
to detected policy violations.

Threat intelligence Identifiers of compromise, open source security data, attack
signatures, ML models for zero-day detection

Intelligence may not be available in isolated networks, nor
applicable for unique situations.

Security posture Verifying trustworthiness and integrity of devices and
network components, e.g., with remote attestation

Security posture verification implies some overhead; the
support for attestation protocols is lacking in devices.

Deception techniques Honeypots, fake services, for learning adversarial behavior. May require manual analysis, which limits feasibility to
non-realtime or non-isolated operations.

Analysis and
detection

Signature IDS Network analysis with tools such as Snort [24], Suricata
[25], or Zeek [26]; host analysis, e.g., with OSSEC [27]
and Wasuh [28]

Tools produce typically large amounts of false alarms whose
handling requires expertise.

Behavior IDS Detecting threats based on adversarial or anomalous
behavior. Machine learning approaches for automated
analysis and zero-day threat detection.

Operations are often unique, which impairs accuracy of
anomaly detection. Detection models in tactical bubbles may
leak organizational data.

Alerts, event
visualization

Textual UIs, event visualization dashboards, such as Kibana,
providing situational awareness

Decision making requires expertise from administrators not
typically present in the field operations.

Response Traffic blocking and
throttling

Firewalls at network edge; 3GPP QoS and prioritization
mechanisms [29]

Mitigates adversarial traffic but may also disrupt legitimate
applications. Configurations for prioritization are typically
slow or non-reactive.

Moving target defense
[30]

Changing network topologies and configurations. Mitigates
adversaries by increasing cost of attack.

Some configuration overhead and implications to network
efficiency.

Load balancing and
redundant resources

Reactive routing based, e.g., on SDN; application specific
load balancing proxies; flexible resourcing, e.g., through
NFV; alternative communication networks

Redundant services and capacity implies costs that may
make them unfeasible for tactical use.

Automated responses Tools for orchestrating and automating execution of
responses, such as workflow automation with n8n [31] or
live responses by Velociraptor [32].

Feasibility of responses may depend on the operation and
available resources.
Table 3
Prioritization approaches.

Mechanism Control Layer Overview

Access class barring Static policy in USIM Network Overload control mechanism that is enforced by UE or basestation.
Guaranteed bit rate User policy/PCF Network Reserving resources for subscribers.
Allocation and retention priority User policy/PCF Network Prioritizing subscribers who will get service in competition situations.
Pre-emption User policy/PCF Network Order of disconnected users in overload situation.
Quality classes User policy/PCF Network Classifying subscribers’ service and priority levers.
Network slicing Static/dynamic Network Adjusting routing by SDN controller specific policies.
Load balancing Dynamic by traffic Application Route service requests to alternative servers based on the servers’ load.

Adaptive video coding Dynamic by T-SOC Application Adjust video encoding parameters and bitrates based on security monitoring.
3. Security-driven prioritization

Security-driven prioritization of video streams is an approach to
automatize security responses. As illustrated in Fig. 1, the objective of
the approach is to assure that trusted users are given network service
and necessary throughput in situations where an adversary exhausts
network resources with large amounts of competing transmissions. On
the left side of the figure, we have the situation without our approach:
each video stream is given best-effort throughput in a congested net-
work. On the right side, we have the situation we want to achieve:
benign (green) streams are prioritized and guaranteed better quality
and bitrate over suspicious (orange) streams.

This section provides first some background on prioritization mech-
anisms in 5G. Then it presents our approach for prioritization of video
streams and for controlling the prioritization.

3.1. Prioritization mechanisms

In the mobile networks, availability and quality of service is assured
using prioritization. Prioritization defines the users who are given
4

Fig. 1. The objective of the video prioritization approach.

specific service – bandwidth and latency – in congested heavy-load
situations where the network is unable to serve every UE. Table 3
summarizes different prioritization and resource sharing approaches for
mobile networks, including our approach in the last row. 3GPP has
defined [29] several QoS mechanisms to control who gains particular
resources and service assurances in the network layer and who is the



Journal of Information Security and Applications 67 (2022) 103198J. Suomalainen et al.
first to be dropped from the network in overload situations. Some
approaches are static based on pre-deployed policies. Some approaches
store policies in the user profiles at the core network and can be
dynamically adjusted using, e.g., policy control functions (PCF). Some
approaches adapt dynamically to the network environment such as,
adjustment of barring factors based on the traffic load [46] and adap-
tations based on predicted access intensity [47]. SDN based network
slicing supports QoS [48], e.g., by buffering packets (egress traffic shap-
ing), dropping packets (ingress policing), directing flows to functions
with more resources (load balancing), and blocking users. Application-
layer solutions include load balancing as well as solutions for adapting
content, such as quality of video streams, as in our approach.

3.2. Prioritization for video applications

In the application layer, the video application can be controlled as
to when or how much it can send data to the network or receive data
from the network. Usually application layer prioritization is used when,
for example, a certain part of the uplink or downlink capacity of the
network is allocated to the applications. Applications can be prioritized
by informing the applications at what bitrate it can send video to the
server or receive video from the server.

One example is HTTP-based adaptive video streaming where the
encoder needs to create several versions of the same video at different
quality levels, and the video client selects the most suitable version
(representation) of the video. The players can be informed from the
outside for selecting the representation so that some players get better
quality than others.

Another example is live video streaming when several encoders
push video to uplink to the video server, and if the network capacity
is not enough, the end-to-end latency increases and video quality
deteriorates. The application layer prioritization can share capacity
among applications: for instance, if we have three video encoders that
send video to the network uplink. The first encoder has the highest
priority and can transmit at the highest bitrate resulting in excellent
video quality. The second encoder has the second highest priority and
can transmit at a medium bitrate, resulting in good video quality. The
third encoder has the lowest priority and can transmit at the lowest
bitrate, resulting in fair quality. The bitrate of the video should not be
set too low, making the video useless. In that case it is better to turn
off the encoder.

In the security use case, the trusted encoders can be prioritized to
send higher bitrate and suspicious encoders to send at low bitrate or
prevent an encoder from sending video.

3.3. T-SOC-controlled prioritization

In the security-driven prioritization scenario, we assume several
user equipments (UEs) that stream video to uplink to the video server
in the tactical bubble and T-SOC adjusts the priorities of these videos.
T-SOC monitors traffic, and when it detects a security policy violation,
it adapts priority of the UE. T-SOC may instruct the encoder to change
the bitrate of the video or to stop the video transmission. The scenario
demonstrates responses to availability or denial-of-service threats by
controlling the video encoder. Consequently, we guarantee that UEs
which are considered more trustworthy get the available bandwidth
also in congestion (potential denial-of-service) situations.

As an example, Fig. 2 presents a simplified scenario on the anal-
ysis and decision making in T-SOC that may precede a prioritization
decision. The figure highlights two security controls: security posture
verification and traffic analysis. In the first phase, the security posture
of UEs are checked. Successfully verified UEs are whitelisted and UEs
with a detected violation in security posture, such as outdated or
unauthorized software configuration, are blacklisted. Traffic in the net-
work is monitored and analyzed. Connections that involve blacklisted
nodes are directly distrusted and nodes that are linked to blacklisted
5

Fig. 2. Security posture and white/black-listing based prioritization example.

nodes are transitively distrusted. Streams involving distrusted nodes
are more suspicious and will get lower priority. Remaining streams
without direct or indirect links to blacklisted nodes can be given higher
transmission priorities.

4. The trial implementations and results

This section describes our implementation and results we achieved
from field and laboratory trials. The simplified architecture of our tac-
tical bubble is illustrated in Fig. 3. It provided connectivity between UE
and mission-critical group communication services in the cloud. In the
tactical bubble, we had a standalone T-SOC and video server. We also
had a distributed SOC instance running in our laboratory, illustrated as
a cloud SOC in the figure, that received security data from distributed
sensor-SOC nodes. We tested alternative configurations – based both on
virtual and physical networks – for monitoring data flows. We trialed a
700 MHz access point, which with a low frequency band and provides
a wide service area, as well as a backhaul link through a geostationary
satellite, which provides global connectivity. These network options are
feasible for public safety operations in remote locations due to their
good coverage. However, the channels provide limited throughput that,
in turn, further motivates our need to prioritize traffic and bitrates of
video streams.

The building blocks for the architecture were tested and demon-
strated in the trials of the PRIORITY project [49] that were organized
during 2021: the 700 MHz access network with a standalone T-SOC
was trialed in Oulu, Finland in November; trust assessments [50] and
satellite backhaul [51] were trialed in Saarijärvi, Finland in June; and
distributed T-SOC on a virtualized network was tested in a laboratory
environment in December.

4.1. Tactical bubble

The main components of the field trialed tactical bubble were
commercial LTE Band 28 base station; Acrosser [52] Linux embed-
ded network appliance, which represents the MEC platform running
the 4G evolved packed core and video services; and Goodmill w24h-
S router [53] providing connections towards Internet. For the core
installation, there are several options available. Open5GS core [54] was
used in the trial. The core uses two physical network interfaces: one is
between the base station and core, and the other between core and
Internet. Some of the most important parameters regarding the tactical
bubble and base station are shown in Table 4.

Public safety operations benefit from available and reliable con-
nections to centralized services and databases in the cloud. When
compared to completely isolated operations, cloud services provide
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Fig. 3. Architecture of the trialed tactical bubble.
,

Table 4
Parameters of the trialed tactical bubble.

Parameter Value

Base station Nokia Flexi Zone Micro-Pico
Core Open5GS
MEC platform Acrosser AND-DN3n3
Multi-channel router Goodmill w24h-S
Satellite backhaul Dawson Ka-Sat nomadic terminal
Base station identifier 1351
Physical layer cell identifier 253
E-UTRAN cell id 509 (346109)
Tracking Area Code 137
Mobile Country Code 244
Mobile Network Code 27
LTE frequency band FDD B28 (700 MHz)
Cell bandwidth 10 MHz
TX Frequency 768–778 MHz
RX Frequency 713–723 MHz
MIMO mode 2 × 2 Closed Loop
Cell max TX power 40 dBm (10 W) per TX

extended cooperation possibilities, nationwide situational awareness,
as well as access to cybersecurity analysis and response resources.
Unfortunately, connectivity alternatives may not always be available
and are not equally trusted. The backhaul connection may include
fiber technologies as well as radio technologies. However, the coverage
of radio technologies must be wide and fiber backhaul employs the
necessity of additional infrastructure deployments. Satellite technolo-
gies, on the other hand, require simple minimal deployments such as
satellite terminal on the transmitting side. Thus, the satellite system can
be used as an always available backhaul connection. As the satellite
connection mostly does not employ advanced security and there is
a possibility of signals being intercepted, some of the application-
layer security must be implemented [6]. IPsec encapsulating security
payload (ESP) tunnels are used to secure IP traffic and provide some
protection against an attacker, including confidentiality and integrity.
While the use of IPsec significantly limits the link capacity, traffic
prioritization may be necessary to avoid an overloading link that may
cause a temporary connection outage. Moreover, the user register and
authentication mechanisms need to be in place to access the backhaul
connection. As a backhaul connectivity option, we used Viasat’s geo-
stationary satellite and Dawson Ka-Sat SC-Zero 70K nomadic terminal
in the trials, connected with the Goodmill multichannel router. This
router is able to select and route traffic via one or multiple available
connections based on the specific routing rules.

During the trial of a 700 MHz base station, the tactical bubble
provided connectivity for an exercise of public-safety users. Authorities’
devices used it to connect to a mission-critical group communication
service [55], which was hosted in the cloud. The network was also
6

utilized to test UE to UE video service, which was hosted in the MEC.
Essentially, the payload during the trial consisted of IP-based unicast
voice and video communications. The measured maximum throughput
in the intra-bubble communications for uplink was 92 Mbps and for
downlink 70 Mbps, and the average throughput was 40 and 19 Mbps,
respectively. The performance of the satellite connectivity is limited by
the operator subscription to 50 Mbps downlink and 10 Mbps uplink.
The measured maximum performance was 34 Mbps for downlink and
9.8 Mbps for uplink with a 700 ms of roundtrip latency.

4.2. Open-source based SOC

Our T-SOC implementation is based on the Security Onion Linux
distribution [56], which consists of a set of open-source tools for intru-
sion detection and network security monitoring. Security Onion allows
several different deployment models with different types of nodes.
One of the main choices is whether to distribute network monitoring
functions to separate nodes, called forward nodes in the Security Onion’s
terminology. A forward node monitors IP-based network traffic, and
uses IDS engines to process the raw packet data to high-level events
and alerts describing detected attacks, but also normal network activity.
Distribution of monitoring into one or more forward nodes may pro-
vide better performance, but also flexibility of deployment in complex
physical networks. A master node collects the events and alerts from
the forward nodes, in the form of log files, into a single database for
further use. It can also host analysis and situational awareness tools.
In a standalone setup, a single master node may hosts the full analysis
pipeline from raw packet sniffing to situational awareness tools.

Captured traffic was inspected by two different tools. First,
signature-based network intrusion detection system, called Suricata [25]
for generating alerts about suspicious attacks based on detection rules.
Second, the Zeek network security monitor [26] was used to collect
information about all network events, such as, connections, hosts, and
used protocols. Both of these analysis tools write their findings into log
files.

Our T-SOC implementation for the trials is based on the 16.04
version of the Security Onion distribution. We use Security Onion’s
network monitoring tools and data pipeline to capture and process
network monitoring information. Our algorithms, described in Sec-
tion 4.4, access this information solely through Security Onion’s Elas-
ticSearch [57] log database. Situational awareness related additions,
described in Section 4.5, utilize Logstash [23] to import remote attes-
tation logs into the same ElasticSearch database, as well as, Kibana [58]
dashboards for visualization. All of these components are also present
in the more recent version 2.3 of the Security Onion. Consequently, our
additions should be portable to it with only slight modifications.
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Fig. 4. Tactical security operations center interface, illustrating impact of prioritization to video quality.
4.2.1. Distributed virtual deployment
Our laboratory setup with distributed deployment consisted of two

nodes: one forward node and one master node. Both nodes ran on
their own virtual machines which were connected using a dedicated
virtual network to isolate the monitoring traffic from the monitored
traffic. The primary reason for distributing the functionality to two
virtual machines was to facilitate measurement of the amount of log
traffic. The forward node monitored two network interfaces into which
we mirrored all traffic from two virtual multilayer switches, which
were based on Open vSwitch [59] implementation: one between the
radio access network and the Open5GS core and the other between the
Open5GS core and services hosted locally within the tactical bubble.
Therefore, the forward node was able to sniff traffic between the UEs,
the core, and services, e.g., the video server.

The forward node periodically pushes the log files into the master
node over a SSH connection. The master node consists of a pipeline
that imports the gathered log files into an ElasticSearch [57] database
for further analysis. In a deployment where human operators monitor
the network, this analysis could consist of visualization of information
to situational awareness dashboards, such as Kibana [58], for the
operators. In T-SOC, the same database can be used by automated
analysis, e.g., for prioritization.

In our distributed setup, both the master node and the forward node
are hosted locally in T-SOC to simplify our measurements. However,
if the tactical bubble is not fully isolated, the master node could
also be located outside of the tactical bubble, e.g., in the cloud, and
communicate with the forward nodes using, e.g., a satellite backhaul
or other link for external connectivity. In the case of the cloud SOC,
a single master node could collect logs from multiple forward nodes
located in different tactical bubbles.

4.2.2. Physical standalone deployment
The standalone SOC deployment, which was tested with the field

trialed tactical bubble, differed from the laboratory setup mainly in two
ways. First, it consisted only of a single master node combining both
the monitoring and the analysis functionality on the same physical ma-
chine. Second, it only monitored traffic on one network interface into
which the traffic between the radio access network and the Open5GS
core was mirrored. The main reason for the slightly different setup was
the inflexibility of the physical setup, compared to the mostly virtual
laboratory environment.

Standalone T-SOC was hosted on a laptop that was connected to
tactical bubble MEC (Accrosser) with physical cabling. Traffic capturing
to the T-SOC laptop was done in Accrosser by mirroring traffic flows
between the basestation and core, i.e., the S1-MME and S1-U interfaces.
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Table 5
Priority classes.

Priority class Event Value

1 Reconfigure bitrate Max. bitrate
2 Reconfigure bitrate 0.5 x (Max. bitrate)
3 Reconfigure bitrate Min. bitrate
4 Stop encoder –

4.3. Video encoder prioritization

Video encoder prioritization implementation includes a video server
and video encoders. The video server contains the Real Time Streaming
Protocol (RTSP) server (rtsp-simple-server) and video encoder control
component. RTSP allows video streaming with an end-to-end latency
of less than 200 ms. Video encoder control can react to detected
security events by prioritizing traffic from the video encoders. The
video encoder is based on the FFmpeg framework and it is modified to
change the video bitrate at runtime without interrupting the encoding
process. In the trial, the video source was a web camera that was
connected to the Raspberry Pi 4 computer, where the x264 encoder
was running. The UE was connected to the computer via USB cable,
and it provided a connection to the tactical bubble. The video encoder
streamed the video in 1280 × 720 resolution and 25 frames/s to uplink
to the RTSP server.

The video encoders send a registration message with encoder ID
and IP address to T-SOC and video encoder control when they connect
to the network. The video encoder control component sends a start
encoding message that includes the target bitrate to the encoder and
the encoder starts to stream video to the RTSP server using the target
bitrate. T-SOC adjusts the priorities to the video encoders and sends
the priority information to the video encoder control which either
calculates a new target bitrate or stops the video encoder. The messages
between the components are sent using the Message Queuing Telemetry
Transport (MQTT) protocol. In the trial implementation we used four
priority classes. The priority classes and events are listed in Table 5.
We set the maximum bitrate to 5 Mbit/s and the minimum bitrate to
500 kbit/s. We chose the minimum bitrate so that it achieves fair video
quality when video resolution is 1280 × 720 and frame rate 25 fps. The
impact of prioritization is illustrated in Fig. 4.

4.4. Threat detection based on traffic analysis

Automatic analysis in T-SOC tries to prevent the DoS attack, which
was described in Section 2.2, by monitoring the network and the UEs,
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Fig. 5. T-SOC trust assessment dashboard illustrates the UEs in the network and their integrity status.
assessing their trustworthiness, and lowering suspicious UEs’ priorities
already before they can launch an attack. In our scenario, we concen-
trate on the prioritization mechanism and simplify the assessment of
UEs’ trustworthiness to one parameter: how each UE communicates
with other suspicious entities, namely, if they have communicated with
other hosts that could have compromised the device.

Our trial implementation focused on one simple indicator of UE
compromise. In addition, various different indicators and heuristics
should be used. Our analysis is purely based on network monitoring
information and metadata. Adding host-based intrusion detection could
yield more accurate results. However, our motivation in this paper is
to demonstrate the T-SOC concept, rather than develop new anomaly
detection algorithms.

Naturally, malicious or compromised UEs should be banned from
the network altogether. However, our strategy aims to be preventive
and to reduce the ability of malicious UE to cause harm already before a
full-blown attack could be detected. Moreover, our assessment is based
on rather coarse-grained heuristics. False-positive decisions could also
disturb the actual operation if benign UEs are accidentally banned.
Instead, prioritization aims to ensure that trusted UEs can operate as
intended, while reducing suspicious hosts’ ability to disturb them.

To test our prioritization mechanisms, we implemented an analysis
algorithm with three different strategies to assess the trustworthiness
of UEs and security policies to assign priorities to the UEs based on the
analysis results. The analysis operates on the master node of T-SOC and
uses the log entries stored in the ElasticSearch database. Each strategy
is simplistic and uses only information that the network monitoring
tool Zeek has collected about network connections established between
hosts, i.e., the source and destination IP addresses of each connection
monitored. The strategies are as follows:

• The whitelist strategy classifies UEs based on their connections
outside of the group of trusted hosts and devices. This is a
realistic strategy for public safety operations: normally communi-
cation patterns and the chain of command would be well-defined
and relatively static. Any connections that broke these patterns
can be seen as suspicious. Such connections could represent an
attacker performing reconnaissance, e.g., scanning other UEs,
or lateral movement, e.g., to extend their foothold, within the
tactical bubble. In this strategy, UE’s priority is adjusted based
on their connections to any hosts outside of their pre-defined
communication pattern.

• The blacklist strategy monitors each UEs’ network connections to
a set of forbidden or suspicious hosts. The UE’s priority is adjusted
8

based on the number of connections to such hosts. Therefore, this
strategy is similar, but a bit more permissive compared to the
whitelist strategy.

• The transitive distrust strategy is an adaptation of the blacklist
approach. It uses the network monitoring information to compute
a graph of all the hosts in the tactical bubble and the connections
they have made. Priority is assigned to hosts based on the inverse
of their distance to blacklisted hosts, measured as the shortest
path in the graph. Thus, a host that has had a direct connection
to such a host is given the lowest priority, and a host that
has had a connection to that host is given the second lowest
priority, and so forth. The distance represents the risk of the
host having been compromised. Even though we used a blacklist
of known malicious hosts as a starting point to determine the
distance, this strategy can be generalized to any other metric of
trustworthiness assigned to hosts. In addition, the edges of the
graph, i.e., connections, could be given labels based on metrics
derived from other information extracted by the IDS, e.g., the
connection status, used protocol, or payload, in order to weigh
the distance to better reflect suspiciousness of individual network
connections.

4.5. Trust assessment

The trustworthiness of the tactical bubble depends on the trustwor-
thiness of the components, both the UEs and the network functions, that
are connected to the bubble. The analysis discussed in the previous sec-
tion requires some way of measuring the trustworthiness of individual
components, e.g., for creating black- or whitelists of devices. This can
be achieved in different ways. One element of trust is the integrity of
the device’s software and configuration. In remote attestation [12], a
trusted component of a device measures loaded system and application
software and uses the measurements as evidence of its integrity towards
a remote party. The remote party can then verify the device’s configu-
ration against a whitelist of acceptable software components. Different
types of 5G equipment already have hardware platforms that support
remote attestation.

We proposed and trialed remote attestation solution for IoT-type of UE
[50]. Our main contribution was the integration an device attestation
with a common OAuth 2.0 authorization framework. We also added the
remote attestation related log events and alerts, e.g., attestation results,
into the ElasticSearch database as part of the situational awareness
information. Fig. 5 illustrates the user interface of the remote attes-
tation view in T-SOC. The dashboard contains the integrity status of
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Table 6
Traffic measurements.

Interface Case Packets Avg. pkt size Avg. pkt rate Total size Bit rate Ratio 𝐿∕𝑀∗
(bytes) (packets/s) (bytes) (bits/s) (bit rate)

Logs (𝐿) Background traffic 828 725 2.77 598 811 16 029 –
One device, 1080p 913 687 3.05 625 632 16 742 –
One device, 2160p 970 645 3.25 622 192 16 659 –
Two devices, 1080p 946 657 3.17 619 420 16 588 –
Two devices, 2160p 932 669 3.12 623 532 16 676 –

Monitoring 1 (𝑀1) Background traffic 8 363 547 27.82 4 570 648 121 653 –
One device, 1080p 145 411 950 483.94 138 123 524 3 673 328 –
One device, 2160p 376 695 988 1 251.83 372 306 356 9 897 946 –
Two devices, 1080p 305 022 892 1 013.85 272 179 496 7 237 533 –
Two devices, 2160p 815 813 912 2 710.66 744 133 723 19 779 977 –

Monitoring 2 (𝑀2) Background traffic 1 258 167 4.19 211 600 5 642 –
One device, 1080p 138 259 932 459.44 128 870 325 3 425 914 –
One device, 2160p 369 633 960 1 228.28 354 711 155 9 429 537 –
Two devices, 1080p 297 932 863 990.55 257 168 231 6 840 147 –
Two devices, 2160p 808 682 879 2 687.07 710 820 306 18 895 151 –

𝑀1 + 𝑀2 Background traffic 9 621 497 32.02 4 782 248 127 295 0.1259
One device, 1080p 283 670 941 942.83 266 993 850 7 099 242 0.0024
One device, 2160p 746 328 974 2 480.10 727 017 512 19 327 482 0.0009
Two devices, 1080p 602 954 877 2 004.40 529 347 727 14 077 680 0.0012
Two devices, 2160p 1 624 496 896 5 397.73 1 454 954 030 38 675 128 0.0004
Fig. 6. The amount of traffic measured per second: background traffic (red), one device with 1080p (cyan), one device with 2160p (blue), two devices with 1080p (orange) and
two devices with 2160p (brown) video quality. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
different devices and alerts about failed attestation attempts, as well
as, information about the reasons for the failures.

T-SOC utilizes remote attestation based trust measurements to iden-
tify compromised devices. Trusted devices can be whitelisted. Un-
trusted devices can be quarantined or placed into blacklists. Further,
UEs that are compatible with the remote attestation protocol and have
been successfully verified can be given higher priority over unattested
devices.

4.6. T-SOC traffic measurements

In order to assess the T-SOC concept, we performed the following
measurements in the distributed setup. We measured the amount of
traffic in both the monitoring interfaces and between the forward and
the master nodes in five different scenarios: the background traffic
without active UEs, and scenarios where one or two UEs were sending
video stream to the video server, both with two different video qualities
(1080p and 2160p) to alter the amount of data monitored.

The measurements are summarized in Table 6. Each measurement
was repeated five times to reduce measurement error and the values are
reported as an average of these five measurements for each of the cases.
The measurements for the traffic between the forward and the master
node (𝐿), the access point and the core (𝑀1) and the core and the rest
f the network (𝑀2) are presented separately. The last section of the
able contains the combined figures for both the monitored interfaces.
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The last column, depicting the ration of the traffic between the forward
and the master node to all monitored traffic, is only meaningful for the
last section, and thus, omitted in other sections of the table.

The traffic between the forward and the master node consists mainly
of SSH communication in each of the measured scenarios. The only
clear visible difference between the background traffic and the other
scenarios is that the amount of the exchanged data increases slightly.
We expect this corresponds to increased rate of log events transmitted.
The measured background traffic between the radio access network and
the core consists mostly of multicast MBMS Service Announcements
sent by the MBMS Gateway. The background traffic measured from the
interface between the core and the rest of the network contains mostly
ARP, DNS, SSDP queries, but also other normal network traffic between
the different hosts in the network.

The average amount of bytes sent between the forward and the
master node each second for the five scenarios is illustrated in Fig. 6(a).
The measured values are not clearly distinguishable between the differ-
ent scenarios, which corresponds well with the similar values for the
total measurements presented in the table. Each curve has noticeable,
periodic, spikes, which we assume to correspond to the exchange of log
events. The phase difference between these spikes is likely explained by
the inaccuracy of the measurement, that is, deviation of the measure-
ments period compared to the Security Onion’s cycle of transmitting of
log events. A similar deviation might take place between the different
measurements within each scenario, which should, at least in theory,
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make the spikes less distinguishable. In comparison, the combined
amount of bytes measured in both monitoring interfaces is illustrated in
Fig. 6(b). Unlike the amount of log events, these curves clearly correlate
with the quality of the sent video streams.

Since there was no simulated attack in the scenario, the moni-
tored traffic represents the normal functioning of the network, and
the log events transmitted between the forward and the master node
are mostly Zeek’s network monitoring log entries, e.g., metadata about
connections-related events, such as established TCP streams between
network hosts. On the other hand, the amount of communicating
devices, the communication patterns between them, or the type of
traffic changes very little between any of the scenarios. Therefore, the
relatively small variation between the measured values was expected.

Even though these results are at most directional, they indicate that
the difference in the amount of monitored traffic and the transmitted
log data is relatively large, three to four orders of magnitude in these
scenarios, which supports the assumption that this data could be trans-
mitted to the cloud SOC. However, other aspects, such as connectivity
and delay, might affect this decision too.

5. Discussion

This section discusses the potential of the T-SOC and security-driven
prioritization concepts. First, we look at the advantages and challenges
of the concepts, and also propose alternative use cases and paths for
future work. Then, we look on the limitations of our research and
compare our work against state-of-the-art.

5.1. Advantages and challenges

The need for standalone T-SOC capabilities is something that can be
questioned as a current trend in 5G networks and beyond is that func-
tionality moved more and more to the cloud services [60]. However, in
public safety scenarios the assumption that the backhaul connectivity
is available is a bold one, as these networks are targeted to emer-
gency and disaster situations were the network is often unavailable.
Our observations related to requirements and feasibility of reactive
defense functions are applicable both for the cases where functions
locate in the cloud or in the edge. Local edge-based T-SOC alternatives
provide advantages in a sense of latency (minimize delays due to
communication), infrastructure (no need for backhaul) and partially
effectiveness (T-SOC has access to all raw data that is collected locally).
Centralized cloud-based SOC alternatives provide advantages in a sense
of partial effectiveness (more human and machine resources for security
analytics).

We proposed an application-specific dynamic prioritization scheme.
Application-aware prioritization supports quality of experience better,
as it can have better visibility on the users’ current and predicted
needs as well as application-specific adaptation alternatives. Video
prioritization can, for example, rapidly compensate loss of bandwidth
with alternative encoding schemes. When uplink traffic in the net-
work increases, the bitrate of the video can be reduced in order to
guarantee that more important data can be transmitted without de-
lay and that the video transmission can continue, though with lower
quality. However, this requires that the application-layer is aware of
the current congestion situation, total bandwidth, and priorities, which
have been assigned in the network layer. Therefore the application
needs to measure network capacity, or the application needs to get
this information from the network or other applications. In addition,
the application must be able to adapt to the network status or control
messages from outside. Consequently, the most optimal solutions are
cross-layer solutions.

Information leaking has been recognized as one key challenge
for tactical bubbles [6]. Authorities are not willing to copy critical
databases – containing, e.g., information on organizations or authority
users or privacy critical information on citizens – to every tactical
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bubble as the distribution extends the attack surface and increases
the risk that organizational or privacy critical information leaks. Tra-
ditional priority and quality class information is an example of such
information, which when leaked may reveal users role and importance.
Our approach for dynamically generating priorities solves in part this
issue. We achieve the similar QoS assurance as traditional priorities
but, as we generate priority data locally, there is no risk that permanent
organizational prioritization will leak.

Making dynamic changes to the network may induce impacts that
are difficult to predict. SOC components typically produce large amount
of alarms. If AI components are involved, the network behavior may
become completely unpredictable [61]. There is a risk to operations
if the response limits availability of essential information during the
operation. For instance, an UE could be classified as a threat due
to a false positive and removed from the network. The disruption
of communications could hinder the operation, or in the worst case,
even cause more damage, or threat to life, than the potential security
threat being countered. Our proposal to apply a softer reaction strat-
egy, i.e., to adjust the quality instead of blocking transactions, is an
approach to make autonomous reactions more acceptable, though it
cannot completely solve the potential of causing unwanted effects.

Adversaries may try to abuse dynamic prioritization schemes. First,
they may target a DoS attack against a video-sending device by making
it look suspicious in order to lower its priority. To mitigate this threat,
the parameters that affect security decision making should be as trust-
worthy as possible. Second, sharing security knowledge, adversarial
signatures, or models of normal behavior, to tactical networks is a
security risk. They may reveal organizational information to an attacker
if the tactical bubble becomes compromised. This risk can be mitigated
by increasing security level of tactical networks, by adding physical and
cyber defenses and by hardening the solutions in the field.

5.2. Alternative use cases

The scope of our considerations was limited to tactical mobile
networks, as they need standalone cyber defenses. We also focused on
video streaming that is a bandwidth-dominant application in mission-
critical group communications. However, the dynamic prioritization
could have a role in large mobile networks and also be applied to
different applications. The proposed solution focused on IP traffic and
is hence mainly agnostic of the underlying network technologies and
topologies. However, in tactical mobile networks the IP-based traffic
analysis may face issues such as encryption, tunneling, and address
translations that reduce visibility to the traffic, e.g., to message pay-
load, or make it more difficult to identify individual endpoints. Further,
mobile network protocol and mission-critical service specific monitor-
ing would increase the richness of security analysis. Currently, there
is a lack of existing monitoring tools that support 3GPP/5G specific
protocols and interfaces or mission-critical applications. Future work
is needed to develop and make them available, for instance, through
open-source projects.

In addition to prioritization of video streams, T-SOC can maintain
an awareness of the trustworthiness of the whole tactical bubble. The
trust towards a network can be based on security verification of UE
and network components, e.g., by the means of remote attestation.
Compromise of a central network function, such as a base station or
core, means a compromise of the whole bubble. Whereas a compromise
of individual UE makes the bubble more suggestible for different at-
tacks. T-SOC knows the amount of devices that are attested and passed,
unattested, or attested and failed. Based on this information T-SOC can
determine the overall trustworthiness of the tactical bubble.

One alternative use case for utilizing overall trustworthiness assess-
ments is trust-based routing. Distributed T-SOC deployment can compare
the security-level in different tactical bubbles or network segments
and then make routing decisions based on this knowledge. In case

there are several networks available with different trust-levels the
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routing solutions can utilize more trusted networks for those UEs and
streams that are more critical. One potential control point could be
a multi-channel router, which we tested in our trials. Depending on
the configuration, specific traffic can be directed into specific tunnels
that are bound to certain wide area network interfaces. Thus, if one of
these interfaces is down, based on the applied rules, the traffic is either
dropped or steered to another interface. This will minimize the risks of
critical data being intercepted.

5.3. Limitations of the research

In our trials, we studied two specific SOC functions: security posture
verification and traffic analysis. Consequently, our efforts and mea-
surements concentrated on verifying that the concepts work and to
their requirements for the communication network. We did not address
data analysis or heuristic-based threat detection functions, where the
detection accuracy, i.e., false–true positive ratio, is a more significant
metric. Traffic analysis and remote attestation-based integrity measure-
ments are only examples of security data that can be collected from the
network. They can be combined with other information, e.g., threat
intelligence, in T-SOC analyses. For instance, the vulnerability his-
tory of the device type, installed software components, or the device
manufacturer, could be used to predict the trustworthiness of a UE.
Trustworthiness of a tactical mobile network can also be based on
other information, such as sharing of some critical parts with other
organizations or Internet users. For instance, a backhaul that crosses
national borders and shares commercial infrastructure is more likely
to be available for adversaries than a backhaul that is also physically
secured against adversaries.

The measurements discussed in Section 4.6 were performed using a
very small number of UEs and only one type of data, a video stream,
representing the public authority’s body camera. Thus, the measured
data might not be a good presentation of network activity in a real-life
operation in a tactical network. However, as the measurements were
only used to roughly approximate the ration of monitored data to log
traffic in order to assess the feasibility of the concept, we believe these
results are still, at least, directional.

5.4. Related works

Reactive cybersecurity capabilities, i.e., monitoring and response,
are common practices in commercial telecommunication networks and
often mandated by regulation [62,63]. Security solutions in rapidly
deployable and in mobile ad-hoc networks (MANET) differs in a sense
that they lack the centralized security management and infrastructure
resources as highlighted in several reviews [64–68]. We contributed
to the existing research efforts by incorporating several viewpoints.
We looked at issues and opportunities arising from 5G technologies
and 5G security as well as requirements arising from the public safety
operations.

Existing SOCs rely heavily on human expertise and work, though
the need to increase automation and autonomy level has been rec-
ognized [8,69,70]. Existing approaches for autonomy include, for in-
stance, graph-based security management [71] for 5G network security
and reactive routing approaches [72] for MANET. AI and ML have been
seen [73,74] as a central enabler for increasing SOC automation, to
reduce the false-positive rate, and to detect previously unseen threats.
ML has several applications in the network context [40–42]: analyzing
and classifying streaming information to detect patterns of known
threats and identifying anomalies to catch previously unseen attacks.
However, currently, ML approaches apply only to particular tasks and
also introduce new security challenges [75,76]. We surveyed potential
SOC functions and discussed their feasibility for tactical networks. Our
particular new contribution was the proposal of adaptive prioritization
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of video streams as a potential response strategy.
Some researchers have proposed approaches to adapt communica-
tion as a response to detected security threats. Jin et al. [77] proposed
deep reinforcement learning-based anomaly detection that was used to
adapt traffic scheduling policies in intranets. Xia et al. [78] utilized
reinforcement learning and centralized decision-making architecture to
control rate limiting of routers. Nur [79] proposed anomaly-based rate
throttling to mitigate distributed DoS attacks. These proposals targeted
IP networks and were controlled in the network layer, while we focused
on mobile networks and proposed an application-specific approach.

Trusted hardware platforms and remote attestation are expected to
have a role in increasing trust in and the security of 5G networks [80,
81]. Oliver [81] even proposes assigning UEs to network slices based
on their remote attestation status and capability, which resembles
trust-based prioritization. We proposed the use of remote attestation
mechanisms for measuring trust and assuring availability in tactical
bubbles. We also proposed the concept of transitive-distrust to assess
security posture of devices that cannot be remote attested.

In SOC deployments, a common approach is to distribute some
functions and pre-processing to the network edge, thus eliminating
the need to transmit extensive amounts of data to centralized servers.
We explored the requirements that distributed deployment of Security
Onion-based SOC sets for the communication. Other researchers have
explored alternative ways to minimize SOCs’ communication require-
ments and response latency. For instance, Cinque et al. [82] proposed
contextual filtering and prioritization of logs as a mean to minimize
SOC communication while at the same time trying to retain all security
relevant information.

6. Conclusions

Increased intelligence and automation of security solutions has
drawn a lot of research attention. In this paper, we gave one practical
example of adding intelligent security responses into mobile networks.
Our focus was on tactical public safety communication networks, which
as restricted, isolated, and security-critical systems have a clear need
for additional autonomous security. Essentially, we contributed by
analyzing the requirements for SOC in our use case; by proposing a
new prioritization concept, which in the contrary to earlier schemes
is dynamic and based on security situation; and by demonstrating
how the prioritization and T-SOC concepts can be realized. Future
work is needed to understand the feasibility of dynamic security-driven
prioritization for other communication applications.

During the trials, we integrated Security Onion with a tactical
bubble, verified security posture of IoT devices, captured and analyzed
traffic flows, and reacted to the detected security events by priori-
tizing video traffic. We verified that SOC components, which were
developed in the laboratory network with virtual switching, could be
integrated easily to a field setup with physical switches. The measure-
ments demonstrate the feasibility of hierarchical and standalone SOC
deployments when compared against the backhaul requirements or the
effectiveness of a fully centralized monitoring architecture. Future work
is needed to develop autonomous and intelligent SOC functions that
are suitable for tactical use cases and that can capture and react to
security threats, which are visible with advanced heuristics, statistics,
or machine learning approaches.
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